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 Chairman’s Message

l

Governance & Regulations 
	 Too-Big-To-Fail and Cyber Risks

	 Never a dull day.  Changes in the regulatory landscape have stirred over-regulation concerns among institu-
tions.  Be it as it may, financial institutions still need to plod through with meeting regulatory requirements and ex-
pectations.  CCAR stress testing results are now even capable of causing bank CEOs (and perhaps also along 
with other senior executives) to lose their jobs.  These developments are increasingly changing and re-shaping the 
industry.  

	 While some of these changes are indeed very helpful for banks seeking the gold and platinum standard in 
governance and risk management, they are now considered just baseline requirements.  And this does not apply 
just to the larger banks, but also spilling over to the medium size and smaller banks.  Other financial institutions 
have not been spared either.  Security brokers, asset managers, insurance companies, hedge funds, clearing 
houses, exchanges, payments institutions, and just about anyone who handles money for their clients in anyway 
are seeing regulations drive their business model.  Just consider MetLife - they have just been designated a SIFI.  
That would dramatically change how they will be regulated.  One could continue to argue whether all these 
changes were really necessary, but one thing is sure, these will be here to stay for quite a while.
	
	 And while we think that’s enough challenges for banks and financial institutions, we are now seeing new 
threats from areas once perceived to be benign.  Cyber attacks and thefts are raising huge security concerns for 
financial institutions and corporations.  Of course, there are many more challenges, but we will touch on these two 
areas in this issue. 

	 So, here in this issue, we bring some interesting thought leadership articles on these areas to share with our 
readers.  We present an interesting article by Peter Wallison on “The Regulators’ War on Shadow Banking” and 
Mayra Valladares’ take on “Why the 'Too Big to Fail' Problem Just Won't Die”.   David Rowe, a frequent con-
tributor to our publication also share his thoughts on whether it is time to breakup the too-big-to-fail institutions in 
his article “An Idea Whose Time Has Come?”. 

	 On Cybersecurity, I thought it would be good to share some insight on the subject in my article “The Rise of 
Cyber Attacks and Threats - A Security Conversation”, which also highlights some of the findings in a recent 
Cyber Security Report by HP Security Research.  Frank Morisano also adds his thoughts on “Oversight & Govern-
ance of Cyber Threats & Risks”.  We are also very pleased to include Prof. Moorad Choudhry’s article on “Meet-
ing the Challenge of Fit-for-Purpose Funds Transfer Pricing: A Business Best-Practice Guide”, for your read-
ing pleasure.

	 We trust you will enjoy the compilation of articles in this issue.  Do send us your comments and suggestions 
via email to info@finrisk.org.  We encourage you to learn more about other FinRisk initiatives and activities at our 
website: www.finrisk.org.

	 	 	 	 	 	 	 	 	 	 Steven P. Lee
	 	 	 	 	 	 	 	 	 	 Chair, FinRisk Founding Committee 
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   This FinRisk Young Professionals Journal’s primary goal is to create a Young Professionals friendly environment, to encourage 
participation by seasoned and Young Professionals alike, to share and create a credible source of up-to-date risk management 
information and thought-provoking discussion.  We welcome written contributions on FinRisk hot topics, including regulatory is-
sues and risk management, especially those would be particularly helpful for Young Professionals.  

   We endeavor to bring an interesting collection of articles for our FinRisk participants and Young Professionals readers; one that 
will hopefully interest you to engage and participate actively in our FinRisk and Young Professionals events and activities.  It is our 
belief that through active participation, we can all benefit from our collective sharing.   

   We welcome diverse topics, discussions and points of view.  Publication is merit based, and submission does not guarantee 
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The Regulators’ War 
on Shadow Banking 

1 Peter J. Wallison
AEI’s Arthur F. Burns 
Fellow in Financial Pol-
icy Studies and co-
director of AEI’s pro-
gram on financial pol-
icy studies. 
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Key Points 

• MetLife’s recent lawsuit against the Financial Stability Oversight Council (FSOC) 
raises questions about the role of the Financial Stability Board (FSB) in designating 
MetLife as a systemically important financial institution. 

• The FSB, of which the Department of the Treasury and Federal Reserve are mem-
bers, has expressed its determination to regulate what it calls the shadow banking 
system. 

• Following the FSB’s lead, the Fed has begun an effort to map and eventually regu-
late shadow banks, but the Dodd-Frank Act does not authorize the Fed or FSOC to 
pursue this goal. 

• Congress should investigate whether the FSOC and Fed believe their authority to 
regulate the shadow banking system derives from FSB directives; if so, language in 
Title VIII of Dodd-Frank could then permit them to issue the necessary regulations.  

 
Peter J. Wallison, a senior fellow at the American Enterprise Institute, is the author of the forthcoming book 

“Hidden in Plain Sight: What Really Caused the World’s Worst Financial Crisis and Why It Could Happen Again.”
This article first appear in AEI Research and is reproduced here with permission of the author.



Recently, the large US life insurer MetLife 
filed suit against the Financial Stability 
Oversight Council (FSOC) in an effort to 
overturn its designation as a systemically 
important financial institution (SIFI).  The 
79-page complaint raises expected and 
significant questions about the FSOC’s ac-
tions under the Administrative Procedure 
Act and its compliance with both the 
Dodd-Frank Act and US Constitution.  
However, the complaint’s most unusual ele-
ment was a reference to the Financial Sta-
bility Board (FSB), a mostly European body 
of bank regulators and central banks of 
which both the US Department of the 
Treasury and the Federal Reserve are mem-
bers. 

MetLife’s complaint stated: 

In July 2013, the FSB published its ini-
tial list of nine global systemically im-
portant insurers, which included Met-
Life.  The FSB’s decision was not sub-
ject to any statutory standards, and 
MetLife was given no prior notice of 
its formal designation or the basis for 
it, and no opportunity to respond to 
the designation.  The Board and Treas-
ury subsequently denied MetLife’s re-
quests under the Freedom of Informa-
tion Act for documents regarding com-
munications between U.S. regulators 

and the FSB concerning companies 
being considered for inclusion on the 
FSB’s list of global systemically impor-
tant insurers.1 

This suggests that the FSB had some role 
in MetLife’s designation as a SIFI and pre-
serves MetLife’s right to argue for release 
of these communications. 

The complaint then went on to quote from 
the dissent of Roy Woodall, the independ-
ent member of the FSOC with insurance 
expertise, who noted that the Treasury and 
Fed, as members of the FSB, had con-
sented to the FSB’s designation of MetLife 
as a global SIFI in July 2013.  “[T]he con-
sent and agreement by some of the Coun-
cil’s members at the FSB to identify Met-
Life” as a SIFI, said Woodall, reflected “a 
predisposition as to the status of MetLife 
in the U.S. ahead of the Council’s own de-
cision by all of its members.”  In other 
words, the Treasury and Fed, by agreeing 
to the FSB’s designation of MetLife as a 
SIFI 18 months before the FSOC acted, 
may have compromised the FSOC’s objec-
tivity. 

This could be an important issue in Met-
Life’s case, because the FSOC is a quasi-
judicial body with adjudicative and regula-
tory authority.  By raising this issue, too, 
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MetLife has preserved it for use in the fu-
ture, and the issue could assume some im-
portance in the courts’ ultimate disposition 
of this case.  The reference to the FSB is 
also noteworthy because there are indica-
tions, as I discuss later, that the decisions 
of the FSB were influential—and perhaps 
determinative—in the FSOC’s designation 
of MetLife as a SIFI.  This issue could also 
become important at trial because it also 
speaks to the objectivity of the FSOC’s 
designation of MetLife. 

In 2009, the FSB was deputized by the G-
20 leaders, including President Obama, to 
reform the international financial system. 
Although it has no enforcement powers, 
the FSB seems to be setting standards 
that member countries’ financial regulators 
and supervisors are expected to imple-
ment within their respective jurisdictions. 

In a paper issued in April 2011, the FSB 
noted that at their November 2010 Seoul 
summit, the G- 20 leaders had directed the 
FSB to “develop recommendations to 
strengthen the oversight and regulation of 
the ‘shadow banking system’ by 
mid-2011.”2  The paper defined shadow 
banking as “credit intermediation involving 
entities and activities outside the regular 
banking system” and continued: “as the fi-
nancial crisis has shown, the shadow bank-

ing system can . . . become a source of 
systemic risk, both directly and through its 
interconnectedness with the regular bank-
ing system.”3 

Why This Concern about Shadow 
Banks? 

Since the 2008 financial crisis, central 
bankers and bank regulators worldwide 
have repeatedly called for controls on 
shadow banking.  Although the FSB has 
broadly defined shadow banking as firms 
that engage in “credit intermediation . . . 
outside the regular banking system,” else-
where it has referred more specifically to 
“securities broker dealers, finance compa-
nies, asset managers and investment 
funds, including hedge funds” as the enti-
ties that it wants to include in its SIFI 
framework.4  These firms are all partici-
pants in the capital markets and securities 
industry. 

Bank regulators’ focus on securities and 
capital markets should be no surprise. 
Since the mid-1980s, as shown in figure 1, 
the capital markets have significantly out-
competed the banking industry for financ-
ing the thousands of firms, large and small, 
that have gained access to capital and 
credit by registering their debt securities 
with the US Securities and Exchange Com-
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mission (SEC). SEC registration allowed 
them to offer and sell their debt securities 
publicly, directly to investors. 

The reasons for this competitive success 
are simple.  Deposit banking—with all its 
regulation, risks, and costs—is an expen-
sive means of financial intermediation.  
Selling bonds, notes, and commercial pa-
per to finance a business is far less costly 
than borrowing from a bank.  Beginning in 
the 1980s, when improvements in informa-
tion technology permitted the inexpensive 
transmission of large amounts of financial 
and other data, it became possible for 
firms that filed reports with the SEC to pro-
vide their financial data directly to potential 
buyers of their debt securities. 

The expensive intermediation of banks 
was no longer necessary: investors, as-
sisted by a growing corps of financial ad-

visers, could de-
termine for them-
selves the credit 
quality of a par-
ticular firm.  In 
this active capi-
tal market, 
broker-dealers 
distribute the se-
curities, and the 
principal buy-

ers— supplying the liquidity—are asset 
managers, insurers, finance companies, 
and investment funds of all kinds.  To-
gether, these firms constitute the securities 
industry and capital markets—what bank-
ing regulators call the shadow banking sys-
tem. 

In other words, the shadow banking sys-
tem has largely displaced the banking sys-
tem as the principal supplier of credit to 
business firms.  As a result, in today’s fi-
nancial world, banks are largely limited to 
providing credit to businesses and individu-
als that do not have access to the securi-
ties markets, such as small businesses 
and commercial and residential real-estate 
developers.  Thus, as shown in figure 2, 
about half of all bank loans today are collat-
eralized by real estate. 
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Commercial and industrial loans—loans to 
general business firms—have continued 
their long- term decline as a percentage of 
all bank loans.  Moreover, the totals for 
bank loans continue to decline relative to 
the size of the economy as a whole.  
These are ominous trends for banks, which 
are becoming less and less diversified rela-
tive to the financial market and increas-
ingly limited to financing the volatile com-
mercial and residential real-estate busi-
nesses. 

As the FSB wrote in 2011:

The shadow banking system in parts 
or as a chain can undertake ‘bank-
like’ credit intermediation (i.e. com-
bined with maturity/liquidity transfor-
mation and leverage) without being 

subject to the 
same regula-
tory constraints 
as banks that 
have access to 
an official liquid-
ity backstop 
and deposit in-
surance. 

If parts of the 
shadow bank-
ing system are 
able to operate 

without internalizing the true cost of 
its risks and thus gain a funding ad-
vantage relative to banks where regu-
lation aims to achieve such an inter-
nalization, this is likely to create oppor-
tunities for arbitrage that might under-
mine bank regulation and lead to a 
build-up of additional leverage and 
risks in the system.5 

Setting aside the reference to a chain (an 
important issue I discuss later), this state-
ment clarifies why bank regulators may be 
eager to place restrictions on shadow 
banking.  The FSB is concerned about 
arbitrage—regulator-speak for financial ac-
tivities that escape the bank regulatory sys-
tem to compete with banks through the 
capital markets.  As the source of the most 
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significant competition for the banking in-
dustry, the relentlessly growing and effi-
cient capital markets have substantially re-
duced the role of banks—and hence the 
importance of bank regulators—in the mod-
ern financial system.  Reversing this trend 
by gaining some control over shadow 
banks and reducing their competition with 
regulated banks through greater regulation 
would explain what the FSB, Fed, and 
FSOC are doing. 

The FSB and Shadow Banking 

In this context, the FSB’s efforts to gain 
control of shadow banking raise important 
questions about why the FSOC designated 
MetLife and other large nonbank financial 
firms as SIFIs.  In defining shadow banking 
as “credit intermediation involving entities 
and activities . . . outside the regular bank-
ing system,” the FSB adopted the broad-
est possible definition of the term.6  Every 
financial firm that is not a regulated bank is 
defined as potentially part of the shadow 
banking system. 

Shadow banking could have been defined 
more narrowly.  The essential characteris-
tic of banks is that they perform maturity 
transformation—that is, they turn their 
short-term deposits into long-term assets 
by making loans.  It is a risky business be-

cause depositors may seek to withdraw 
short-term deposits that have been lent 
out in long-term loans.  In most developed 
countries, the risk of maturity transforma-
tion is somewhat mitigated by deposit in-
surance, which reduces the incentive of de-
positors to withdraw their funds (often 
called a run) when they believe a bank’s 
inancial condition is weak, and by central 
bank discount lending, which enables 
banks to obtain temporary liquidity to meet 
unexpected withdrawals. 

During the financial crisis there were a num-
ber of institutions—Lehman Brothers and 
Bear Stearns being two—that failed or 
came close to failing because they at-
tempted to use short-term financing to 
carry longer-term assets such as 
mortgage-backed securities.  If we ignore 
the pejorative connotation associated with 
the term “shadow,” the non-banks that did 
what banks traditionally do could logically 
be called shadow banks. 

Although this might be a reasonable infer-
ence from what happened in the financial 
crisis, it is not the lesson that the FSB 
chose to draw when it came to defining 
shadow banking.  Thus, in 2012, it noted: 

[E]xperience from the crisis demon-
strates the capacity for some non-
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bank entities and transactions to oper-
ate on a large scale in ways that cre-
ate bank-like risks to financial stability 
(longer-term credit extension based 
on short-term funding and leverage).  
Such risk creation may take place at 
an entity level but it can also form part 
of a complex chain of transactions, in 
which leverage and maturity transfor-
mation occur in stages, and in ways 
that create multiple forms of feedback 
into the regulated banking system.7 

As the FSB sees it, then, many entities in 
the shadow banking world work together 
to produce the maturity transformation 
that is the risky element of traditional bank-
ing.  Former Fed chairman Ben Ber-
nanke—a strong and persistent backer of 
regulating shadow banks—provided an ex-
ample of a “complex chain of transac-
tions” in a 2012 speech: 

As an illustration of shadow banking 
at work, consider how an automobile 
loan can be made and funded outside 
of the banking system.  The loan 
could be originated by a finance com-
pany that pools it with other loans in a 
securitization vehicle.  An investment 
bank might sell tranches of the securi-
tization to investors.  The lower-risk 
tranches could be purchased by an 

asset-backed commercial paper 
(ABCP) conduit that, in turn, funds it-
self by issuing commercial paper that 
is purchased by money market 
funds.8 

How this creates systemic danger has 
never been explained and probably never 
will be.  Nevertheless, as recently as De-
cember 2014, Stanley Fischer, the vice 
chairman of the Fed, made clear that regu-
lating shadow banking remains a key Fed 
objective. 

The Fed and the Shadow Banking Sys-
tem 

In remarks at a Council on Foreign Rela-
tions meeting in New York on December 2, 
Fischer, who also heads an internal sys-
temic risk committee at the Fed, made the 
Fed’s effort to control shadow banking 
very clear.  And, to the extent that the Fed 
itself does not have the authority to exert 
this control, he noted that the Fed intends 
to use the authorities of the FSOC for this 
purpose. 

At the meeting, Fischer was inter-
viewed by Larry Fink, chairman of 
BlackRock, one of the largest asset-
management firms in the world.  Ac-
cording to a transcript of the inter-
view, Fischer was asked by a member 
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of the audience: “Stan, can you talk a 
little bit more about the shadow bank-
ing system and what, if anything, you 
think should be done at a policy level 
to ensure that there is the financial sta-
bility over this 80 percent that you 
don’t—you have less control over?” 
Fischer responded: 

FISCHER: Well, the—you know, there 
are real institutions in the—in the 
shadow banking system. There are 
hedge funds. There are insurance 
funds.

FINK: Even asset managers.  
(LAUGHTER) 

FISCHER: Even asset managers, I’ve 
been reliably informed.  
(LAUGHTER)

FISCHER: And other financial institu-
tions, some of those have regulators.  
The insurance companies, for in-
stance, have regulation.  Others do 
not have—have regulation.  And what 
is being done right now is mapping 
out this system.  One of the most com-
plicated maps you’ve ever seen was 
produced in the New York Fed show-
ing the shadow banking system and 
the interactions between it and, you 
know, everybody is talking to every-

body else, doing business with every-
body else, it’s to understand that [sic] 
that system is as a system, how it in-
teracts with the banking system, and 
who has any authority that will enable 
them to take action—undertake ac-
tions to deal with a firm, which is if it’s 
large enough or interconnected 
enough, would create a big problem if 
it failed.

That’s what we’re doing now.  And 
then, if it’s—if we the Fed have the 
authority to regulate it.  Then on the 
basis of that analysis, we would then 
go ahead, if we have the authority -- 
for instance, we have control over mar-
gin requirements—and if we don’t, 
then it goes to the FSOC and is dis-
cussed there.9 

This exchange reveals several important 
facts about what the Fed is doing: (1) it 
has an ongoing program—probably under 
the auspices of the internal systemic risk 
committee—for determining the size and 
scope of the shadow banking system; (2) 
the New York Fed has been enlisted in this 
program; (3) the shadow banking system is 
deemed to consist at least of insurance 
firms, hedge funds, and asset managers; 
and (4) shadow banking is conceived as a 
system because of the interconnections 
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among its members (everybody is talking 
to and doing business with everybody 
else). 

The interconnections idea—that all large 
financial institutions are interconnected, so 
if one fails it will drag down others—was 
one of the basic elements of Title 1 of the 
Dodd-Frank Act.  Although it was shown 
to be fallacious when Lehman Brothers 
failed without having any knock-on effects 
on other large financial firms, the idea ap-
parently lives on at the Fed.10  Indeed, in 
its FSOC complaint, MetLife alleges that 
the FSOC has reduced all the required ele-
ments of a SIFI designation specified in 
the Dodd-Frank Act to only two: size and 
interconnections with other large firms. 

Not surprisingly, Fischer’s statement 
sounds a lot like what the FSB has been 
saying.  In a September 2013 paper, the 
FSB referred to asset managers, finance 
companies, investment funds, and hedge 
funds as entities that the FSB wants to in-
clude in its SIFI framework.  Fischer has 
added insurers to this list, which is consis-
tent with the idea that insurers are sources 
of liquidity for the capital markets.  The 
only industry Fischer left out is broker-
dealers, and that was probably an over-
sight. 

In the FSB’s November 2012 paper titled 
Strengthening Oversight and Regulation of 
Shadow Banking, the same entities—asset 
managers, investment funds, and broker-
dealers—were considered to be part of the 
shadow banking system.11  Significantly, 
what Fischer described as the Fed’s cur-
rent shadow banking review follows ex-
actly the prescription that the FSB laid out 
in its November 2012 paper. 

There, the FSB outlined a three-stage proc-
ess for regulating shadow banking—first, 
identifying “the sources of shadow bank-
ing risks in non-bank financial entities,” 
which involves macro-mapping (recall 
Fischer’s description of the New York 
Fed’s activity as creating a map); then, en-
suring that “non-bank financial entities that 
are identified as posing shadow banking 
risks . . . are subject to oversight by 
authorities”; and finally, information shar-
ing among authorities to “minimize ‘gaps’ 
in regulation or new regulatory arbitrage 
opportunities.”12 

The Fed seems to be working on stages 
one and two, and the members of the 
FSOC will be consulted on the third. As 
the FSB reported: “The objective is to en-
sure that shadow banking is subject to ap-
propriate oversight and regulation to ad-
dress bank-like risks to financial stability 
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emerging outside the regular banking sys-
tem while not inhibiting sustainable non-
bank financing models that do not pose 
such risks.”13 

Does the Fed or the FSOC Have Author-
ity to Regulate Shadow Banks? 

Two questions arise from all this.  First, is 
the real objective of the FSOC to desig-
nate institutions as SIFIs under Dodd-
Frank or to implement the priorities of the 
FSB?  A number of proposals have been 
made in earnest to improve the FSOC, but 
are they aiming at what the FSOC is really 
trying to do?14  Second, and equally impor-
tant, is determining where the Fed or 
FSOC acquired the authority to investigate 
and ultimately control what the FSB and 
Fed both define as shadow banking.  Al-
though the Dodd-Frank Act did not give ei-
ther the Fed or FSOC any explicit authority 
to seek control of shadow banking, it has 
become increasingly clear that both are fol-
lowing the prescriptions of the FSB in this 
respect. 

The drafters of Dodd-Frank, not shy about 
imposing regulations on the US financial 
system, would have recoiled from the idea 
that the FSOC or Fed was empowered to 
regulate “securities broker dealers, finance 
companies, asset managers and invest-

ment funds, including hedge funds”—not 
because their financial distress could indi-
vidually cause instability in the US financial 
system, but because they “form part of a 
complex chain of transactions, in which lev-
erage and maturity transformation occur in 
stages, and in ways that create multiple 
forms of feedback into the regulated bank-
ing system.”  If there is any definitional 
limit to the jurisdiction this confers, it is not 
apparent. 

Clearly, this was not what Congress had in 
mind for the FSOC designation process.  
In enacting Dodd-Frank, Congress was 
concerned that the failure of large financial 
institutions could create instability in the 
US financial system; it was not concerned 
with the control or prudential regulation of 
firms—each of them non-systemic alone—
that allegedly create systemic risk by trans-
acting with one another. 

Yet both the Fed and FSOC seem to see 
themselves as empowered to implement 
the FSB’s decisions in the United States.  
These decisions, in turn, appear to be moti-
vated by a desire to weaken the competi-
tion for banks and, as noted earlier, sub-
ject “shadow banking risks” to “oversight 
by authorities.”  The Fed’s pursuit of this 
goal was made clear by Fischer’s state-
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ment, but there are several examples of 
the FSOC doing the same thing. 

In 2013 the FSB recommended that if 
money market mutual funds (MMFs)—the 
source of much of the short-term funding 
in the capital markets—do not adopt a 
floating net-asset value, they, like banks, 
should be subject to capital 
requirements.15  It has long been an article 
of faith in the banking business that if the 
shares of MMFs could not offer a stable 
value of $1 per share (in other words, a sta-
ble net-asset value), they would not be 
able to compete with bank deposits.  Re-
ducing the attractiveness of MMFs would 
substantially reduce their footprint in finan-
cial markets and correspondingly enhance 
the position of banks as the only source of 
deposit-like funds in the financial system.  
After the FSB’s statement, the FSOC be-
gan to press the SEC to adopt a floating 
net-asset value for MMFs, and the SEC ulti-
mately adopted a modified floating- rate 
rule. 

Also in 2013, the FSB indicated that all as-
set managers that manage assets of more 
than $100 billion may be subject to pruden-
tial regulation, and the Office of Financial 
Research, another Treasury agency cre-
ated by Dodd-Frank, produced two reports 
on this issue at the request of the FSOC.  

These reports supported the idea that 
large-asset managers should be desig-
nated as SIFIs, which would enable the 
Fed to control the scope of their activities 
in and support for the capital markets. 

Finally, in July 2013 the FSB designated 
three US insurance firms as SIFIs—AIG, 
Prudential, and MetLife—and the FSOC 
has now done the same, with MetLife the 
most recent.  Fischer included insurance 
firms as part of the shadow banking sys-
tem, presumably because they are major 
sources of liquidity for the capital markets.  
It is noteworthy that of the four firms thus 
far designated by the FSB and FSOC as 
SIFIs, three are insurance firms (AIG, Pru-
dential, and MetLife) and one is a finance 
company (GE Capital), and all four are im-
portant players in what the regulators 
would call shadow banking. 

Once designated as SIFIs, these firms will 
fall under the jurisdiction of the Fed, which 
— according to Fischer’s remarks —is 
likely to limit their role in supplying liquidity 
to the capital markets.  Now that MetLife 
has sued to void its designation as a SIFI, 
the issue of why the FSOC decided to des-
ignate MetLife—and its relationship to the 
FSB’s effort to oversee the shadow bank-
ing system—may be examined in detail. 
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It is possible that both the Fed and FSOC 
see the FSB’s directives as the source of 
their authority to gain control over the 
shadow banking system.  Congress should 
consider whether the G-20’s directions to 
the FSB—and the FSB’s subsequent effort 
to extend national regulator’s control over 
shadow banks—are seen at the Fed and 
FSOC as providing necessary authority.  
Because President Obama was a member 
of the G-20 when the FSB was deputized 
to “develop recommendations to 
strengthen the oversight and regulation of 
the ‘shadow banking system’ by mid-
2011,” it is plausible that the FSOC and 
Fed believe they are simply following the 
directions of the president routed through 
the FSB. 

This would not be unusual in banking regu-
lation.  US bank regulators routinely adopt 
and enforce the decisions of the Basel 
Committee on Bank Supervision, the princi-
pal international body on bank regulation, 
without any new approval from Congress.  
By analogy, the FSOC’s leaders may be-
lieve they are empowered by traditional 
banking practices to follow and implement 
the decisions of an international body such 
as the FSB.  This certainly seems to be the 
basis for the Fed’s study of the shadow 
banking system, which is unquestionably 
following the steps prescribed by the FSB 

for bringing shadow banking under pruden-
tial supervision. 

However, in the case of bank regulation, it 
can be argued that the regulators already 
have explicit authority to impose capital re-
quirements on banks.  The only question, 
then, is the nature and size of those re-
quirements, and thus an agreement with 
other regulators through the Basel Commit-
tee does not seem irregular.  However, this 
is not true of the FSOC and the Fed, nei-
ther of which has explicit authority from 
Congress to regulate or control the 
shadow banking system.  Still, if the FSB 
is deemed to be an independent source of 
authority over shadow banking, it is possi-
ble that both the FSOC and Fed could use 
their existing authorities to implement the 
FSB’s directions. 

How Could the FSOC or Fed Implement 
the FSB’s Mandate? 

Title I of Dodd-Frank provides the FSOC, a 
council of federal financial regulators 
headed by the secretary of the Treasury, 
with the unique authority to designate cer-
tain nonbank financial firms as systemi-
cally important.  Once that designation is 
made, the firms are turned over to the Fed 
for what seems to be bank-like prudential 
regulation. 
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This is quite a bit of power, but it is still lim-
ited.  Title I restricts the FSOC to designat-
ing individual firms if it finds that their “ma-
terial distress” or “activities” could cause 
instability in the US financial system.  The 
Fed’s role is to regulate and supervise the 
firms that the FSOC has designated.  None 
of this provides them with explicit authority 
to regulate the multitude of individual firms 
that make up the capital markets, or what 
the FSB calls the shadow banking system. 

Moreover, Title I is unlikely to be useful to 
the Fed or the FSOC for gaining control of 
shadow banks. This was revealed when 
the FSOC—following the FSB’s lead—be-
gan to consider designating asset manag-
ers as SIFIs.  Title I requires the FSOC to 
find that an asset manager’s financial dis-
tress could cause instability in the US finan-
cial system, a claim that was inherently im-
plausible and immediately seen in Con-
gress as unjustified.16  The resulting outcry 
led the FSOC to change direction slightly 
and suggest that it would now consider as-
set managers for designation on the basis 
of their products and services. 

This course also presents difficulties.  
First, under Title I the FSOC must act on a 
case-by-case basis; it has no power to 
make rules for all asset managers as a 
group, and the FSOC has to show that ac-

tivities by a particular firm will cause insta-
bility.  In addition, apart from designating a 
firm as a SIFI, in which case the Fed be-
comes the firm’s prudential regulator, the 
FSOC cannot exert direct regulatory con-
trol over a particular firm or industry.  In the 
case of asset managers, for example, the 
FSOC must rely on the SEC to impose 
regulations on the products and services 
of asset managers, and it cannot be sure 
that the SEC will agree. 

What seems to be missing is the authority 
to impose rules on the entire securities and 
capital markets industry in the name of 
controlling the shadow banking system.   
Although this authority does not appear in 
Title I of Dodd-Frank, it could be devel-
oped out of language in Title VIII. 

The Authority of the FSOC and Fed un-
der Title VIII of Dodd-Frank 

Returning again to the FSB’s vision for con-
trolling the shadow banking system, the op-
erative idea is that a chain of transactions 
by firms that are not themselves systemi-
cally important can create systemic risk.  
In effect, this is a description of how busi-
ness is currently carried out in the capital 
markets and securities industry. 

Therefore, the only way to gain control of 
this system is through rules that apply to 
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most or all of the participants in this widely 
dispersed and diversified market.  What is 
necessary is authority to limit risk taking by 
individual firms that are not themselves sys-
temic but transact with one another in 
ways that the banking regulators believe 
create systemic risks.  Certain language in 
Title VIII of Dodd-Frank could be used for 
this purpose. 

Few analysts have paid much attention to 
Title VIII, which on its face seems to be 
concerned only with the Fed’s authority 
over financial market utilities (FMUs) such 
as clearinghouses.  However, the title also 
covers the payment, clearing, and settle-
ment (PCS) activities of financial institu-
tions other than FMUs. 

Section 805(a)(1) of Dodd-Frank gives the 
Fed authority to prescribe risk-
management standards for both financial 
market utilities and the PCS activities of fi-
nancial institutions. It provides that “the 
Board of Governors, by rule or order, and 
in consultation with the Council [FSOC] 
and the Supervisory Agencies [the SEC or 
the Commodity Futures Trading Commis-
sion] shall prescribe risk management stan-
dards . . . governing . . . the conduct of 
designated activities by financial 
institutions.”17 

A designated activity is defined in Section 
803 as a PCS activity designated as “sys-
temically important” by the FSOC.  Like its 
Title I counterpart, Title VIII provides no 
standards for determining when a PCS ac-
tivity is systemically important, and pre-
sumably the FSOC could designate certain 
activities according to their size in dollars.  
For example, all PCS activities (and the re-
lated risk management) that involve, say, 
the movement of an aggregate of $1 billion 
in support of financial transactions over a 
period of 10 days might be designated sys-
temically important. 

As discussed in the following paragraphs, 
once the FSOC makes that designation, 
the Fed gains the authority to override the 
risk-management views and policies of 
any financial firm’s regular supervisor. 

Payment Clearing and Settlement (PCS) 
Activities. Section 803(7)(A) defines a PCS 
activity as “an activity carried out by 1 or 
more financial institutions to facilitate the 
completion of financial transactions.”18  
Subparagraph (b) defines “financial trans-
action” as including: “(i) funds transfer; (ii) 
securities contracts; . . . (v) repurchase 
agreements; (vi) swaps; (vii) security-based 
swaps; (viii) swap agreements; (ix) 
security-based swap agreements; (x) for-
eign exchange contracts; (xi) financial de-
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rivatives contracts; and (xii) any similar 
transaction that the [FSOC] determines to 
be a financial transaction for purposes of 
this title.” 

Section 803(7)(C) then goes a step further 
and says that, when conducted with re-
spect to a financial transaction, other activi-
ties are also deemed to be PCS activities, 
including “(ii) the management of risks and 
activities associated with continuing finan-
cial transactions; . . . (vi) the movement of 
funds; and (viii) other similar functions that 
the [FSOC] may determine.”19  Thus, the 
PCS activities of financial institutions of all 
kinds include both the movement of funds 
to facilitate a broad range of financial trans-
actions and the risk-management activities 
associated with carrying out these transac-
tions. 

The Fed’s Authority after a PCS Activity 
Is Designated Systemically Important.  

Once an activity is designated as systemi-
cally important, the FSOC has the extraor-
dinary power not granted anywhere else in 
the Dodd-Frank Act to override the poli-
cies and standards of a firm’s regular su-
pervisor in prescribing risk-management 
standards.  On this point, Section 805 
(a)(2)(B) says the Fed “may determine that 
existing prudential requirements” of, say, 

the SEC “with respect to . . . financial insti-
tutions engaged in designated [PCS] activi-
ties . . . are insufficient to prevent or miti-
gate significant liquidity, credit, opera-
tional, or other risks, to the financial mar-
kets or to the financial stability of the 
United States.” 

After this determination is made, subpara-
graph 805(a)(2)(E) provides that if the regu-
lar supervisor of a financial institution (for 
example, the SEC) refuses the Fed’s re-
quest to modify its risk-management stan-
dards, and two-thirds of the FSOC finds 
that the response of the SEC is “insuffi-
cient,” the FSOC “shall . . . prescribe such 
risk management standards as the [FSOC] 
determines is necessary to address the 
specific prudential requirements that are 
determined to be insufficient.”20  It does 
not seem that the term “prescribe” in this 
context is anything other than a FSOC di-
rection that the SEC must implement. 

Thus, unlike under Title 1, this provision of 
Title VIII gives the FSOC has the power to 
force a supervisory agency such as the 
SEC to adopt particular prudential require-
ments recommended by the Fed.  Moreo-
ver, through risk-management standards, 
the Fed could control how every member 
of the securities industry and capital mar-
kets carries on its business. 
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The major differences between Title I and 
Title VIII is that the latter enables the Fed 
and FSOC to make rules for all financial in-
stitutions as a group—such as the margin 
requirements Fisher referred to in his re-
marks to the Council on Foreign Rela-
tions—while the former requires a firm-by-
firm analysis that results in the designation 
of a particular financial institution as a SIFI.   
It would be difficult to use the time-
consuming Title I designation process to 
gain control of a system as large and dif-
fuse as the capital markets, but Title VIII ap-
pears to provide a basis for the Fed to out-
line a set of risk-management regulations 
that will effectively control and limit the ac-
tivities of capital market firms competing 
with banks. 

Conclusion 

There has been a lot of concern in Con-
gress about Title VIII of Dodd-Frank, but 
this concern has focused almost exclu-
sively on the fact that the title expands the 
safety net to FMUs by authorizing the 
FSOC to designate FMUs as systemically 
important, granting them access to the 
Fed’s discount window.  The concern 
about this is fully justified.  Designation as 
a SIFI and access to the discount window 
immediately introduces moral hazard into 

the relationship between clearinghouses 
and users of their services. 

However, the other provisions of Title VIII 
outlined previously are equally troubling. 
They provide the only available mechanism 
for the Fed and FSOC, working together, 
to gain control of the shadow banking sys-
tem, or what are today the relatively free 
and open US capital markets.  This is a 
matter for Congress to consider. 

________________________________
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Why The 'Too Big 
To Fail' Problem 
Just Won't Die

2

The majority of the world's 30 largest 
banks are now larger than they were in 
2006, as Stanford University finance and 
economics professor Anat Admati said at 
the World Economic Forum in Davos. Eight 
of these banks are headquartered in the 
U.S. Many of these banks, in their never-
ending search for yield, have become 
more complex by increasing their repur-

chasing activities, investments in securitiza-
tions and derivatives transactions.

Banks can afford to do this because, un-
like other "perfectly successful companies 
which fund themselves with plenty of eq-
uity, banks have a distorted business 
model which enables them, by being ex-
cessively leveraged, to pass more costs to 
others," as Admati told me.   
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Yet Saltzman's column contends that the 
public should be reassured by a recent 
Government Accountability Office study, 
which concluded that any advantage large 
banks receive due to market perceptions 
had been significantly reduced or re-
versed.  However, the GAO study focused 
specifically on TBTF banks' funding costs 
— not the numerous financial benefits that 
taxpayers subsidize, such as their ability to 
book derivatives in their federally-insured 
banking entities with more favorable terms 
than non-banks.

Moreover, as I have written in these col-
umns, measuring the TBTF subsidy pre-
cisely is very difficult because there a num-
ber of possible methodologies.  The GAO 
report also mentioned this point.

In addition, the implicit subsidy that big 
banks enjoy is cyclical.  Right now, with 
the U.S. economy performing better than it 
has since the financial crisis, it is unsurpris-
ing that the perception of government bail-
outs may have decreased.  But in the next 
downturn, market perception of a subsidy 
would reappear.

Saltzman highlights new regulatory capital 
and buffer requirements that are intended 
to take aim at TBTF.  But most of these 
rules have yet to be implemented.  We 

won't really know how well the rules work 
until they've taken effect, and many big 
banks are likely to struggle to implement 
them.

The column also says that banks are re-
quired to "hold more capital," a phrase 
that can be misleading.  Capital is not a 
cookie held in a jar.  It refers to funding — 
ideally retained earnings or shares of eq-
uity — that can be invested but that does 
not lead to distress or insolvency when un-
expected losses occur.  As Admati says, 
"the use of [the phrase] 'hold capital' leads 
to confusion between the asset and liabil-
ity sides of the balance sheet."

Banks' opacity gives more reason to worry 
about the effectiveness of new capital 
rules.  Investors, not to mention taxpayers, 
do not know what credit, market, and op-
erational risk inputs banks use to calculate 
risk-weighted assets, which is the premise 
for the majority of Basel III.  Recent Basel 
Committee bank risks disclosure require-
ments could go a long way in improving 
market discipline, but those rules have not 
yet been implemented in any country. 

Moreover, a significant majority of the 
world's biggest banks are unlikely to be 
able to meet important data aggregation 
requirements by the 2016 deadline set by 
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the Basel Committee.  The point of these 
requirements is to improve banks' risk man-
agement practices and bolster their risk 
data, which would help smooth banks' 
decision-making processes as well as their 
resolutions if the banks were to fail.  But 
half of the biggest banks have rated them-
selves as "materially non-compliant" when 
it comes to their data accuracy and integ-
rity, and the other half might well be overly 
optimistic.  This means that many banks' 
risk management practices, not to mention 
their capital ratios, cannot be trusted.

Saltzman also notes Dodd-Frank's orderly 
liquidation authority and the Financial Sta-
bility Board's total loss-absorbing capacity 
proposal as steps toward ending TBTF.  
But the FSB has no legal or enforcement 
powers. If different bank regulators decide 
to accept the proposal, TLAC could be-
come a required regulation — but right 
now it's just on the FSB's wish list.  And it 
is worth noting that there is a full-scale 
global assault to weaken the TLAC pro-
posal.  The Clearing House is among the 
organizations pushing to lower the TLAC 
requirement.

The column also neglects to mention that 
U.S. regulators have found the living wills 
of 11 of the largest U.S. banks to be inade-
quate.  We cannot trust that big banks 

know how they would resolve themselves 
in an orderly manner in domestic and 
global jurisdictions without government 
bailouts.

Finally, it is important to point out the in-
credibly high level of operational risk that 
continues to plague TBTF banks — as evi-
denced by the millions of dollars that 
banks have paid to settle accusations of 
manipulating interest rates, foreign ex-
change rates and commodity rates, as well 
as charges related to money laundering, 
terrorism financing and erroneous foreclo-
sures.  What part of this unethical behavior 
should lead us to believe that the biggest 
banks respect new regulations?

I would be remiss not to say that I do 
agree with one point Saltzman makes: in-
deed, "more needs to be done" to end 
TBTF.
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An Idea Whose Time 
Has Come? 

3

In March 2009, I wrote a column entitled 
Systemic risk capital (www.risk.net/1497567), 
where I pointed out that portfolio diversifi-
cation tends to improve in the early stages 
of bank growth and that larger institutions 
can benefit from some operational econo-
mies of scale.  I argued, however, that the 
marginal benefits from these sources tend 
to decline significantly beyond a certain 
size. 

Furthermore, continued growth introduces 
diseconomies of scale, for example mak-
ing it much more difficult to maintain a sin-
gle customer view across proliferating busi-
ness lines, geographical locations and frag-
mented computer systems. In addition, the 
important element of personal intuition be-
comes harder to maintain as the chain of 
command lengthens and top management 
loses direct contact with many parts of the 
organization. 
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I argued that these issues could perfectly 
well be left to market forces until such insti-
tutions reach a size where they pose a sys-
temic risk to the larger economy if they fail.  
Unfortunately, events demonstrated that 
this critical point had been well and truly 
passed by 2008. 

I also argued that more intrusive regulation  
could never prevent all future bank failures, 
and that the only way to solve the too-big-
to-(be allowed)-to fail problem was to 
break up the systemically important institu-
tions.  My preferred method for doing so 
was, and remains, imposing onerous sys-
temic risk capital requirements that  
rise non-linearly with size relative to the 
economy.  Ideally, this would force volun-
tary demergers to bring each of the result-
ing institutions below the systemically im-
portant threshold.  Such an approach, I as-
serted, was bound to yield a more effec-
tive result than a government-directed re-
structuring. 

During the nearly six years since that col-
umn, I have frequently said regulators were 
focused far too much on reducing the prob-
ability of a bank failure and far too little on 
reducing the severity of such a failure.  In 
light of reactions to the latest round of addi-
tional capital charges proposed by the US 

Federal Reserve last December, I may 
have to soften my judgement. 

A much discussed analysis published by 
Richard Ramsden and his colleagues at 
Goldman Sachs in early January argued 
that breaking up JP Morgan into four parts 
– creating a retail consumer bank, a whole-
sale commercial bank, an investment bank 
and an asset management company – 
would result in increased shareholder 
value. 

The central contention was that the result-
ing reduction in the cost of required capi-
tal, compared with maintaining the status 
quo, would compensate for any loss of 
revenue from eliminating cross-selling syn-
ergies.  The analysis claims most of the ex-
isting synergies actually arise within each 
of the four proposed de-merged busi-
nesses and would hence be preserved in 
such an arrangement. 

As always, such analysis is fraught with un-
certainty surrounding judgements about 
the valuation of such amorphous concepts 
as synergies.  It also takes no great imagi-
nation to see the potential conflict involved 
in an analyst at a mega-bank arguing the 
merits of breaking up one of its biggest 
competitors.  Stephen Gandel at Fortune 
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came to a similar conclusion about Gold-
man Sachs. 

Matt Levine at Bloomberg wrote one of the 
most insightful reactions to the Goldman 
analysis.1  He pointed out that the report’s 
presumed decline in regulatory capital 
charges is almost perfectly offset by its es-
timate of revenue loss from reduced syner-
gies.  As he says, a zero impact on net in-
come is “not really a rousing value add”. 

In fact, the much touted increase in share-
holder value comes from a presumed 
higher valuation, or lower rate of discount, 
applied to the net income of the compo-
nents than is true for the integrated firm.  
Levine points to some theoretical reasons 
for the so-called conglomerate discount, 
including “excess complexity, reduced 
management focus... [and] an option on a 
basket is worth less than a basket of op-
tions”.  He tends to downplay the validity 
of the view that “the combined business is 
too hard for investors to understand”. 

I tend to find this last view rather more 
plausible.  A business that regulators, with 
access to highly privileged information, 
finds hard to understand and supervise 
must be more opaque to the market than 
its simpler pure-play components, and the 

associated uncertainty is a valid reason for 
a higher earnings discount rate. 

Arguments over the details of this analysis 
will continue.  Of more importance is that 
discussions about breaking up a major sys-
temically important financial institution are 
no longer the purview of heterodox ana-
lysts and fringe politicians – the idea 
clearly has entered the main-stream 
thought process. 

In addition to the quote from Victor Hugo 
from which the title is taken, he also said: 
“One withstands the invasion of armies; 
one does not withstand the invasion of 
ideas.”  So far, senior bank managers have 
withstood the onslaught of the regulatory 
army.  It remains to be seen if they can 
withstand an idea whose time may have 
come. 

________________________

1   Levine, M, Goldman Thinks JPMorgan Is Too Big 
But Not Too Big to Fail, Bloomberg View, January 5, 
2015. See: 
http://www.bloombergview.com/articles/2015-01-05
/goldman-thinks-jpmorgan-is-too-big-but-not- too-
big-to-fail) 
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The Rise of Cyber 
Attacks and Threats 
- A Security 
Conversation 

4

Of late, I have noticed that few days pass 
by without some major cyber security inci-
dents and developments, and many get 
headline news coverage.  We are already 
familiar with security attacks and breaches 
reported at Anthem, Sony, Target, Home 
Depot, JPMorgan, and many more.  Yet, 
just in the last few weeks, typical technol-
ogy columns on major news networks, 
which normally cover major technology 
trends and news, were instead flooded 
with news of cyber attacks, threats and vul-

nerabilities.  In the few days between Feb 
10 - 26, these are some of the headlines 
we find in columns covering Technology 
trends:

“Welcome to a World Less Safe Every-
where You Look”

“U.S. creates new agency to lead cy-
ber threat tracking”

“Cyber attacks top US threat list” 
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“JPMorgan Goes to War (with Cyber 
Security Team)”

“(Singapore) Government to set up Cy-
ber Security Agency in April”

“Spying Campaign Bearing NSA's Hall-
mark Found Infecting Thousands of 
Computers”

“Sim card firm confirms hack attacks”

“FBI Puts $3 Million Bounty on Rus-
sian Hacker Tied to Heists”

“Samsung hit by latest smart TV is-
sue”

“Account data stolen in TalkTalk hack”

“China 'drops US technology firms' 
(from China’s official list of approved 
products)”

“Lenovo victim of cyber-attack”

“FBI Is Close to Finding Hackers in An-
them Health-Care Data Theft”

“Intuit Denies Putting Profit Before 
TurboTax-User Security”

“Malicious Emailers Find Healthcare 
Firms Juicy Prey”.

BOARD & EXECUTIVE MANAGEMENT 
RESPONSE

This is a very disturbing trend.  Many sen-
ior executives and board directors are at a 
lost on how they could effectively respond 
to this “new” challenge.

For sure, this is by no means “new”.  Yet, 
the pace at which new attacks are hitting 
corporations, and the destructive effects 
and negative publicity are getting senior ex-
ecutive management and board directors 
extremely nervous.  

Most senior executives and board direc-
tors have very limited or no understanding 
of what is seen as the technical nature of 
cyber security threats.  Yet, they are no 
more difficult to understand than many of 
the requirements in the Dodd-Frank Act, 
such as the Comprehensive Capital Analy-
sis and Review (CCAR) Stress Testing, etc.  
Modeling, estimation of PD, LGD, and 
other complexities are perhaps equally if 
not more complex than cyber threats.  
Once we remove the fluff of complexities 
that many specialists would like to throw 
at the less informed senior executives and 
board directors, things become a lot more 
comprehensible.  We just need to learn 
how to connect the dots.
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Pleading ignorance and incompetence will 
no longer suffice.  While senior executives 
and board directors are not expected to 
know all the technology details surround-
ing cyber threats and security, “sufficient” 
education is needed so that they can dis-
charge their oversight and management re-
sponsibilities effectively, or at least meet 
basic fiduciary expectations of stakehold-
ers, especially regulators.

Given the massive deployment of all sorts 
of technologies in today’s enterprises, it 
will indeed be hard to even know where to 
start looking.  Basic education, internal 
controls and processes (e.g. password 
management, segregation of duties, etc.) 
are important, but they will not adequately 
cover what is needed for the threats that 
enterprises face today.  Beyond those ba-
sic controls, it would be important to look 
at current state of security exploits.  

SECURITY EXPLOIT THEMES

Many security providers have good frame-
works and methodologies to address 
these challenges.  It would be worthwhile 
though to point out just some key thoughts 
from recent cyber-security research.

The recently released HP Security Re-
search’s Cyber Risk Report 20151, identi-
fied several key themes that are helpful in 

understand today’s cyber security threats, 
and areas that everyone needs to keep a 
lookout out for.  Below are comments ex-
tracted from the Report with some of my 
thoughts and edits: 

Theme #1: Well-known attacks still com-
monplace 

Attackers continue to leverage well- 
known techniques to successfully compro-
mise systems and networks.  Many vulner-
abilities exploited took advantage of code 
written many years ago—some are even 
decades old.  Attackers continue to lever-
age these classic avenues for attack.  Ex-
ploitation of widely deployed client-side 
and server-side applications are still com-
monplace.  These attacks are even more 
prevalent in poorly coded middleware ap-
plications, such as software as a service 
(SaaS).  While newer exploits may have 
garnered more attention in the press, at-
tacks from years gone by still pose a signifi-
cant threat to enterprise security.  

Suggested Action: Businesses need to em-
ploy a comprehensive patching strategy to 
ensure systems are up to date with the lat-
est security protections to reduce the likeli-
hood of these attacks succeeding. 
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Theme #2: Misconfigurations are still a 
problem 

Many vulnerabilities reported were related 
to server misconfiguration.  Access to un-
necessary files and directories seems to 
dominate the misconfiguration-related is-
sues.  The information disclosed to attack-
ers through these misconfigurations pro-
vides additional avenues of attack and al-
lows attackers the knowledge needed to 
ensure their other methods of attack suc-
ceed. 

Suggested Action: Regular penetration test-
ing and verification of configurations by in-
ternal and external entities should be per-
formed to identify configuration errors be-
fore attackers exploit them. 

Theme #3: Newer technologies, new ave-
nues of attack 

New technologies bring with them new at-
tack surfaces and security challenges.  
This past year saw a rise in the already 
prevalent mobile-malware arena.  Even 
though the first malware for mobile de-
vices was discovered a decade ago, 2014 
was the year when mobile malware 
stopped being considered just a novelty.  
Connecting existing technologies to the 
Internet also brings with it a new set of ex-

posures.  Point-of-sale (POS) systems 
were a primary target of multiple pieces 
of malware in 2014.  As physical devices 
become connected through the Internet of 
Things (IoT), the diverse nature of these 
technologies gives rise to concerns regard-
ing security, and privacy in particular. 

Suggested Action: Enterprises should un-
derstand and know how to mitigate risks 
being introduced to a network prior to the 
adoption of new technologies. 

Theme #4: Gains by determined attack-
ers 

Attackers are persistent and use both 
old and new vulnerabilities to penetrate 
all traditional levels of defenses.  They 
maintain access to victim systems by 
choosing attack tools that will not show on 
the radar of anti-malware and other tech-
nologies.  In some cases, these attacks 
are perpetrated by actors representing 
nation-states, or are at least in support of 
nation-states.  In addition to the countries 
traditionally associated with this type of ac-
tivity, newer actors such as North Korea 
were visible in 2014. 

Suggested Action: Network defenders 
should understand how events on the 

27



global stage impact the risk to systems and 
networks. 

Theme #5: Cyber-security legislation on 
the horizon 

Activity in both European and U.S. courts 
linked information security and data pri-
vacy more closely than ever.  As legislative 
and regulatory bodies consider how to 
raise the general level of security protec-
tion in the public and private spheres, the 
avalanche of reported retail breaches in 
2014 spurred increased concern over how 
individuals and corporations are affected 
once private data is exfiltrated and mis-
used, such as incidents re: Anthem, Sony 
and Target. 

Suggested Action: Companies should fol-
low developments and stay up-to-date on 
new cyber security and related legislation 
and regulation.  These, among other 
things, will impact how companies must 
monitor their assets and report on potential 
incidents. 

Theme #6: The challenge of secure cod-
ing 

The primary causes of commonly ex-
ploited software vulnerabilities are 
largely facilitated by defects, bugs, and 
logic flaws. Security professionals have 

discovered that most vulnerabilities stem 
from a relatively small number of common 
software programming errors.  Much has 
been written to guide software developers 
on how to integrate secure coding best 
practices into their daily development 
work.  Despite all of this knowledge, we 
continue to see old and new vulnerabilities 
in software that attackers swiftly exploit.  

Suggested Action: It may be challenging, 
but it is long past the time that software de-
velopment should be synonymous with se-
cure software development.  Management 
should insist that third-party products/ serv-
ices used or internal software develop-
ments have this as a key requirement, and 
that developers concerned could demon-
strate how this requirement has been ef-
fected.  While it may never be possible to 
eliminate all code defects, a properly imple-
mented secure development process can 
lessen the impact and frequency of such 
bugs and exploits. 

Theme #7: Complementary protection 
technologies 

In May 2014, Symantec’s senior vice presi-
dent Brian Dye declared antivirus dead 
and the industry responded with a resound-
ing “no, it is not.”  Both are right.  Mr. 
Dye’s point is that AV only catches 45 per-
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cent of cyber-attacks—a truly abysmal 
rate.  The 2014 threat landscape shows 
that enterprises most successful in secur-
ing their environment employ complemen-
tary protection technologies.  These tech-
nologies work best when paired with a 
mentality that assumes a breach will occur 
instead of only working to prevent intru-
sions and compromise.  

Suggested Action: By using all tools avail-
able and not relying on a single product or 
service, defenders place themselves in a 
better position to prevent, detect, and re-
cover from attacks. 

CONCLUSION

Cyber attacks will continue, and many cor-
porations are starting to take cyber secu-
rity a lot more seriously.  In part, this points 
to the need to catch-up on past history of 
the lack of attention on something so fun-
damental as security of the enterprise tech-
nology infrastructure, including third-party 
solutions and outsourced services.  

Technology deployment will continue to oc-
cur at lightning speed, and yet controls 
and security cannot be allowed to fall be-
hind.  In the pursuit for new revenue chan-
nels and greater profits through the exploi-
tation of new technologies and solutions, 
senior executives and board directors 

need to be cognizant of the “industrial 
strength” of these products and solutions.  
Technology and solution providers must be 
held accountable for delivering products 
and services that meet requirements.  
While it is true that we can never plug all 
security holes, many of the current attacks 
and breaches are created by basic failures, 
program bugs, and sloppy programming 
methods.  Holding third-party providers ac-
countable for more secure solutions, and 
ensuring internal teams bolt down systems 
through proper configurations, along with 
basic internal controls and security prac-
tices will go a long way to minimize loop-
holes and points of attacks.

Having said so, this will be a long process 
that will require transformational changes 
across the enterprise; especially in the de-
velopment and deployment of technology 
solutions.  Not forgetting though that peo-
ple will be the weakest link.  Education, 
awareness, and cultural changes will be 
needed to help enterprises more effec-
tively protect themselves against the rise 
of cyber attackers.

________________________________

1   HP Security Research, Cyber Security Report 
2015
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Overview
	 We are living in an exciting times: digital technologies, mobile devices, cloud computing, big data 
analytics, and social media have brought about immense benefits and opportunities to corporations as 
well as individuals. However, there is also a “dark side” to these exciting technology developments, 
such as spying, theft, disruption, and destruction.  This article examines Board and Leadership re-
sponses needed to deal with these challenges.
	 Cyber threats include financial loss, business disruption and negative publicity to the reputation 
of a corporation, such as arising from failures in technology infrastructure, processes, controls or serv-
ices.  In addition, there is the threat of substantial response costs, lasting reputational harm, litigation, 
and potential liability for failing to implement adequate steps to protect the company and its’ custom-
ers.  More recently, we have seen the emergence of derivative lawsuits brought against corporations, 
their executives, and Directors experiencing an attack.
	 While risks from technology may seem new, they are not.  Cyber-risk should be dealt within the 
corporation’s enterprise risk management framework and viewed in terms of risk-reward trade-offs. 
Effectively countering cyber-risk also requires partnering between the Risk Management and Informa-
tion Technology departments to ensure robust policies, procedures, controls, and over-sight mecha-
nisms can counter cyber-risk and eradicate potential threats.  In addition, corporations require a ro-
bust, tested Board approve response plan and proper resource to counter an attack.
	 Best practice corporate governance dictates that the Board of Directors is responsible for the 
management of all risks within a company and accountable for setting the “tone at the top” or risk ap-
petite.  Accordingly, Directors should consider whether their corporation is appropriately assessing 
cyber-risk issues and devoting adequate resources to prevent attacks.  While Board Directors are not 
expected to be experts in cyber-risk and cybersecurity; they are responsible for ensuring management 
and employees thinking is proactive, predictive and preventative to mitigate technology threats.  The 
Board must also ensure that an employee culture is established which views technology threats as a 
corporate social responsibility. 



BACKGROUND 

Cyber-risk can strike a corporation with 
lightning speed.  As technology is the life-
blood of every company, countering tech-
nology threats requires both the Board of 
Directors and executive management to en-
sure a comprehensive, tested process that 
identifies, measures, monitors and controls 
the corpora-
tion’s expo-
sure to risk 
as well as pro-
tects the infor-
mation of its’ 
customers, 
employees, 
and vendors. 

During 2014 
it was made 
very clear 
that cybersecurity is an important topic in 
both the private and public sectors.  Ac-
cording to a report published in 2014 from 
the Center for Strategic and International 
Studies and sponsored by McAfee, cyber-
crime and cyber-espionage costs the 
global economy about $US 445 billion 
each year.  This number is incomplete, as 
many cyber related incidents go unre-
ported and corporations are not in the 

habit of publicly announcing their losses to 
cyber crimes. 

The most targeted information by criminals 
is commercial, including intellectual prop-
erty, private customer personal data, busi-
ness and commercial strategy and finan-
cially sensitive information.  Customer data 
assets include bank account information, 

payment card 
details, per-
sonally identi-
fiable informa-
tion, and con-
tact details is 
often used by 
criminals for 
identify theft. 

Taking a reac-
tive approach 
to cybersecu-

rity is of no use; every day it is becoming 
ever easier for criminals to commit an at-
tack.  Every day, over 5,000 new ‘apps’ are 
made available for Apple and Android pow-
ered mobile devices.  From their store, Ap-
ple permits access to over one million ap-
plications while Android over 200,000.  
The question is not if a company will be at-
tacked, but rather when the attack will oc-
cur.  The most wide-spread and evolving 
threats to be aware of include: 
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• Social engineering attacks: Exploits 
user’s weakness by making them click on 
malicious links, or by physically gaining 
access to their computer through decep-
tion. Pharming and phishing are addi-
tional examples. 

• Password theft: The result of employees 
using inadequate passwords. This leaves 
the corporation and individuals open to 
an attack, especially when those with ma-
licious intent have access to lists of likely 
passwords making it easy for them to get 
access.  In the book, Perfect Passwords, 
the author Mark Burnett compiled a list 
of popular passwords, which is available 
online.  According to his research, 8.5% 
of user passwords are ‘password’ or 
‘123456’. 

• Website hacking: exploits the vulnerabili-
ties of company websites.  Think Sony 
Corporation and how it was recently vio-
lated.  An individual does not need to be 
an experienced technology professional 
to hack a website as tutorials and You-
Tube videos’ are available to guide them 
to the weaknesses. 

• Device theft: Exploits the laziness of indi-
viduals. Over 50% of all mobile phone us-
ers ignore basic precautions such as de-
vice passwords, security software or 

backing-up files on their mobile devices. 
Only 26% of smartphone users take ad-
vantage of advanced mobile security pro-
tection. 

• Social Media: One in five individuals has 
experienced their social media account 
being used by an unknown person pre-
tending to be them. 

Cybersecurity is only effective when Board 
of Directors ensured policies, controls and 
processes are in place, properly main-
tained and monitored by executive man-
agement to ensure employees are follow-
ing them. 

What about cyber-insurance?  Cyber in-
surance is an insufficient approach to pro-
tecting the company from cyber related 
threats.  It can be expensive and is an 
after-the-fact process. 

The effective management of cyber-risk re-
quires corporations to assume a proactive, 
predictive and preventative stance.  In addi-
tion, management and employees must be 
trained and educated to effectively re-
spond to, counter, and report attacks.  
Technology, governance, and real-time risk 
oversight are critical to prevent and re-
spond to attacks, protect customer infor-
mation, protect investors, vendors and the 
integrity of the capital markets. 
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PROACTIVE, PREDICTIVE AND PREVEN-
TATIVE 

Regulators dictate that Board Directors are 
responsible for setting the ‘tone at the top’ 
of the corporation, overseeing the mitiga-
tion of risks and ensuring that appropriate 
risk management programs are imple-
mented.  As such, both Board Directors 
and executive management need to under-
stand they have a fiduciary duty to protect 
the all the assets of the corporation as well 
as customer information. 

While Board Directors are not expected to 
be experts in information technology, 
cyber-risk or cybersecurity, they are re-
sponsible for ensuring the corporation is 
taking appropriate steps to mitigate and 
prevent threats.  Moreover, Directors 
should consider whether current corpora-
tion leadership is suitable to assess cyber-
risk, understand technology issues and are 
adequately protecting the corporation. 

Historically the management of cyber-risk 
has been largely by exception or by inci-
dent, if at all.  Now, there is need for a real 
change.  This necessitates corporations to 
move past the purely incident reporting 
stage.  The Information Technology depart-
ment of corporations must proactively man-
age cyber-risk in accordance with the en-

terprise risk framework, undertake sce-
nario analysis and tests to envision system 
breaches and have a robust, tested, full 
scale response plan to prevent an attack. 

In 2013, a survey found that corporations 
with a full-time Chief Information Security 
officer (or equivalent) who reported directly 
to executive management detected more 
security incidents and reported lower aver-
age financial losses. 

However, oversight of cyber-risk is not 
purely a matter for the Chief Information 
Officer or Information Technology depart-
ment, it is an enterprise-wide risk manage-
ment issue requiring partnering with the 
Risk Management department. 

The management of cyber-risk begins with 
an understanding of the threats faced by 
the company and the legal implications.  
The Dodd-Frank Act requires large finan-
cial institutions to establish independent 
risk committees on their Boards.  That 
said, there is a need to include cyber-risk 
discussions in risk committee meetings 
(risks to avoid, accept, mitigate, or transfer 
through insurance), provide expert advice 
to the Board, discuss alternative response 
plans, and preventive measures. 

While there is no ‘one-size-fits-all’ ap-
proach to properly prepare for the various 
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cyber related attacks that can be encoun-
tered and the appropriate response to be 
taken by a corporation, it can be more 
damaging for the corporation to have a 
poorly-implemented response plan.  Ac-
cordingly, Boards should put time and re-
sources into ensuring that executive man-
agement has developed a strategy for 
cyber-risk and a well-constructed re-
sponse plan. 

In considering where to begin with cyber-
risk, a corporation should consider the 
Framework for Improving Critical Infrastruc-
ture Cybersecurity, released by the Na-
tional Institute of Standards and Technol-
ogy (“NIST”) in February 2014.  This frame-
work is intended to provide companies in 
the private sector with a set of industry 
standards and best practices for managing 
their cybersecurity risks.  The framework 
encourages executive management at cor-
porations to be proactive and to think 
about these difficult issues in advance of a 
devastating technology attack. 

While the NIST framework is voluntary 
guidance, some regulators and profes-
sional organizations have already sug-
gested that it should the baseline for corpo-
rate best practices, including assessing le-
gal or regulatory exposure to these cyber-
risks or for the purpose of cyber-risk insur-

ance claims.  At a minimum, the Board of 
Directors should have their corporate gov-
ernance and risk management frameworks 
assessed by an independent, third-party 
such as to align policies against the NIST 
framework.  Should the assessment high-
light gaps from the NIST guidelines, en-
hancements to risk management govern-
ance and internal policies may be needed 
to improve cyber-risk defenses and re-
sponse plans. 

For the most part, board members are fi-
nancially savvy, but may lack a deep knowl-
edge of technological issues or its’ risk 
management.  In such instances, there 
may be a need for Board Directors to par-
ticipate in-house or external educational 
programs to enhance their skills on cyber-
risk, its’ proactive, predictive and preventa-
tive management, and to enhance their un-
derstanding of evolving information tech-
nology risks. 

Directors need to be aware that they can 
be liable for a failure of Board oversight to 
monitor cyber-risk, where there is sus-
tained or systemic failure of the Board to 
exercise oversight.  For example, failing to 
implement reporting or information sys-
tems or controls.  As such, Directors and 
management who choose to ignore, or 
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minimize, the importance of cyber-risk 
oversight, do so at their own peril. 

Corporate success in overcoming cyber-
risk does not from result the Board of Direc-
tors directly managing cyber-risk but by 
the Board asking executive management 
quality questions about the corporation’s 
cybersecurity and performance under the 
worst case scenarios that digital technolo-
gies, cloud computing, social media and 
mobile devices can create.  Additionally, 

the Board needs to acquire regular and 
timely updates to effectively oversee and 
approve how executives are managing this 
risk. 

Below are some areas that the corporation 
should consider: 

• Has the Board set expectations regard-
ing their ‘risk appetite’ for risks encoun-
tered by the corporation, including tech-
nology threats? 

• Has a coherent, cyber-risk assessment 
and review been conducted of the com-

pany’s critical data assets (locations, 
means to access and security levels)? 

• Is a monitoring mechanism implemented 
to inform executive management in real-
time of inappropriate actions, incidents 
or risks? 

During 2014, litigation against the Direc-
tors on two entire Boards: the Target Cor-
poration and at Wyndham Worldwide Cor-
poration, as well as some of the senior ex-

ecutives was begun based citing a breach 
of fiduciary duty related to cybersecurity 
breaches and the theft of customer data.  
These covered questions along the follow-
ing: 

• Did executive management implement a 
response, contingency plan for resolving 
cyber-risk attacks?  

• Were there regular Board discussions of 
cyber-risk including which risks to avoid, 
accept, mitigate, or transfer through insur-
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ance, as well as specific plans associ-
ated with each approach? 

• Was the firm over-reliant on insurance as 
a means to counter cyber-risk? 

• Was there an understanding of the legal 
implications of cyber-risk? 

• Was there an effective training regime in 
place, including how to report a  
procedural breach and the subsequent 
actions employee should follow? 

FRAMEWORK 

Absolute cybersecurity is an unrealistic 
goal for corporations.  As with other areas 
of risk management, the corporation must 
set a risk tolerance level for cyber-risk.  To 
prevent cyber-risk, the Board and execu-
tive management need to ensure that there 
is a robust strategy to manage threats on a 
risk-return basis, a well-defined risk appe-
tite (risk to avoid, accept, mitigate, trans-
fer) and specific plans for acceptable risks 
(cost effective, in line with the business 
needs of the business).  Moreover, both ex-
isting and potential cyber related threats 
must be evaluated for their potential likeli-
hood and financial severity. 

Through the use of key principles, includ-
ing – an overall strategy, setting risk appe-
tite, a proactive process for risk identifica-
tion and threat assessment, and appropri-
ate and timely response to incidents, de-
ployment of appropriate mechanisms to 
protect corporate, customer and vendor in-
formation - cyber-risk can be managed. 

Overall Strategy: Management must have 
a plan of action to deal with uncertainty.  It 
is composed of both an upside and a 
downside scenarios.  It is built on clear 
guidance of the current and potential 
cyber-risks the corporation will encounter 
due to their business model as well as the 
various sources of revenue that are being 
pursued.  Beyond quantifying the critical 
data in a corporation’s business plans, 
products and services, and major capital 
investment decisions, the Board needs to 
set clear boundaries, permitting executive 
management to delineate and understand 
the risk-reward trade-off associated with 
all information technology. 

Risk appetite: Board needs to establish 
the ‘tone-at-the-top’ to recognize the im-
pact of risk and volatility on revenues, how 
capital is deployed, create a corporate cul-
ture and set the corporation’s reputational 
integrity.  It includes defined risk parame-
ters related to the strategy, identification of 
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risk, the challenges that businesses prod-
ucts and services encounter and a dash-
board of “key” metrics or indicators that 
demonstrate adherence or deviation.  Lim-
its should be established at levels that can 
be tested. 

Risk identification and threat assess-
ment: Measure and evaluate technology 
threats for their potential frequency of oc-
currence and financial impact.  There 
needs to be an understanding of where 
data flows and resides and the importance 
of these to the corporation.  For example, 
data in transit (on a USB drive), at rest (on 
an employee’s desktop PC) or mobile (on 
an iPhone) and how they might be ex-
posed.  In addition, the corporation needs 
to understand the legal, fiduciary and other 
risks, and liability of executive manage-
ment and directors on an individual or col-
lective basis. 

Response Plan: Provide real time aware-
ness of the current and potential cyber-
risks affecting the corporation as well as 
associated business impact to enable the 
development of an effective response plan.  
Determinations as to where people, proc-
esses and tools must be deployed by ex-
ecutive management to prevent a breach 
or attack.  Also, identifies the point people 
for external and internal activities when a 

breach occurs. Management should en-
sure a formal debriefing process after each 
attack to identify the root cause of the 
breach and understand how the attack oc-
curred, how the system was infiltrated and 
what the attacker’s motivation was.  In the 
case of the loss of customer information, 
the company must notify their customers 
and assist them to take measures to pro-
tect their personal information and them-
selves. 

The constantly evolving technology envi-
ronment of corporations requires prepared-
ness for responding to cyber related 
threats and attacks, and an emphasis on 
their proactive management.  As such, cor-
porations need regular communication be-
tween executive management and those 
accountable for overseeing all technology 
and external media to prevent potential 
cyber-risks.  Additionally, cyber-risk discus-
sions need to take place at Board meet-
ings and committee meetings.  Lastly, 
when a breach or attack occurs there must 
be a mechanism in place to notify and up-
date the appropriate committees. 

Preventative cyber-risk requires executive 
management to focus on business resil-
ience.  There must regular assessments 
and discussions of potential attack scenar-
ios amongst the Board, executive manage-
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ment and Information Technology.  Further-
more, the Board and executive manage-
ment should ensure a corporate culture 
that views technology threats as signifi-
cant; and, promotes social responsibility 
when using information technology, mobile 
devices, cloud usage, USB drives and so-
cial media.  Moreover, executive manage-
ment must weave cybersecurity into all 
processes—and when done successfully, 
it builds a competitive advantage for the 
corporation. 

PREVENTATIVE POSTURE 

Cyber-risk cannot be solved through a sin-
gle intervention, nor will it go away over 
time.  Beyond the need for new thinking be 
executive management; preparations be-
gin with the Board ensuring a cyber-risk 
policy sets out executive accountability 
and employee responsibilities.  However, 
policies and frameworks are not effective 
without ensuring practical, proactive, 
tested and ‘real-time’ defense capabilities 
to predict and prevent an attack.  There is 
a need for executive management to en-
sure the company conducts frequent, busi-
ness continuity tests to prepare for an inevi-
table attack.  In addition, Information Tech-
nology must ensure sufficient, redundant 
safeguards are implemented in systems. 
Risk management or Audit should also con-

firm practical, preventative procedures are 
implemented.  Finally, the Board should ap-
prove response plans for countering a suc-
cessful breaches or attacks. 

This means that executive management 
needs a real-time, situational awareness of 
a corporation’s cyber-risk environment per-
mitting judicious detection of threats and 
attacks, along with the awareness of poten-
tial threats and vulnerabilities specific to 
the corporation, and the impact of an at-
tack on their customers. 

One aspect of preparation is the Board of 
Directors engaging business executives on 
the information technology topic of secure 
versus usable and define what a is “well 
positioned” stance based on understand-
ing internal and external liabilities.  Ques-
tions that should be asked by the Board, 
include: 

• What data, and how much, are we willing 
to lose or have compromised? 

• How do we identify and quantify cyber re-
lated exposures? 

• How is the executive management in-
formed about cyber-risks? 

• How many incidents are detected hourly/
daily/weekly? 
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• What is the current threshold for notifying 
executive management? 

• What is the impact of cyber-risks on busi-
nesses and the corporation? 

• Can the corporation assess, analyze and 
determine how much risk should be as-
sumed versus transferred through insur-
ance or to third-party vendors? 

• Are there a comprehensive, real-time cri-
sis response plan in place? 

• Are there incident reporting procedures 
to insurers, vendors and  
customers? 

• How frequently is the cyber-risk response 
plan tested? 

• Do we have the right talent and clear 
lines of accountability/responsibility  
for cyber-security?

Corporations must also have employee 
awareness training programs to introduce 
current cyber-risks and encourage employ-
ees to report probable cyber related 
threats.  Moreover, there is a need for fre-
quent business unit drills to ensure every 
employee knows what action to take in the 
event of a breach or attack.  Businesses 
and employees need to be prepared to re-
spond within hours, if not minutes, of an 

event: detect the breach, assess the ex-
tent of the breach, determine how to pre-
vent further damage from being done by 
hackers, and implement the prescribed re-
sponse.

Board oversight of cyber-risk management 
is critical to ensuring corporations are tak-
ing adequate steps to prevent, and pre-
pare for, the damage that results from cy-
ber related attacks.  There can be no ex-
cuse for improper preparation, delayed de-
liberation, or failure to engage cybersecu-
rity issues.  Regardless of corporation’s 
size or regulatory requirements manage-
ment and Board committee have oversight 
of business resilience and ensure the over-
sight of cyber-risk becomes a regular 
agenda item at the risk management or 
audit committee meetings. 

Given the heightened awareness of cyber-
risk, Directors should make sure that their 
company is appropriately addressing, 
monitoring and taking preventative action. 
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Meeting the 
Challenge of Fit-for-
Purpose Funds 
Transfer Pricing: A 
Business Best-
Practice Guide

6

Background

Bank internal funds pricing mechanism, of-
ten referred to as funds transfer pricing 
(FTP), or occasionally firm liquidity pricing 

(FLP), liquidity transfer pricing (LTP) or 
term liquidity premium (TLP), although the 
terms are not synonymous, is invariably op-
erated via the Treasury function.  This is 
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logical given that all banks operate essen-
tially the same internal funding arrange-
ment, with Treasury also responsible for ex-
ternal balance sheet risk management of 
liquidity and interest rate risk.  The logic of 
such an approach is clear: liquidity and 
funding risk must be centralized and man-
aged by one firm-wide desk, to avoid mini-
Treasury functions arising that can create 
conflict and tension with the centre.

FTP is important in the risk management 
process essentially because, as it is the 
price at which an individual business line 
raises funds from its own Treasury desk, it 
is the key parameter in business decision 
making, driving sales, asset allocation, and 
customer product pricing.  It is also a key 
hurdle rate behind the transaction approval 
process and in an individual business line’s 
performance measurement.  Just as capi-
tal allocation decisions affecting front of-
fice business units need to account for the 
cost of that capital (in terms of return on 
regulatory and economic capital), so fund-
ing decisions exercised by corporate treas-
urers carry significant implications for 
sales and trading teams at the trade level.

The problem arises because banks under-
take maturity transformation, funding long-
dated assets with shorter-dated liabilities. 
Moreover the assets are frequently illiquid 

in nature, such as mortgages and corpo-
rate loans.  The combination of a funding 
gap and illiquid asset base makes it im-
perative that business lines correctly price 
in the term liquidity risk they are generating 
every time they originate assets.  Con-
versely, a business line that raises funds 
can also be valued at the internal term li-
quidity premium.

Hence the internal funding rate is impor-
tant to the discipline driving business deci-
sion making.  For example a uniform cost 
of funds (something practiced by many 
banks during the lead-up to the crash) will 
mean that the different liquidity stresses on 
the balance sheet, created by different 
types of asset, are not addressed ade-
quately at the aggregate funding level.  Dif-
ferent asset types place different liquidity 
pressures on the Treasury funding desk, 
therefore this demands that a structurally 
sound internal funding pricing policy is set, 
appropriate to the type of business line be-
ing funded. 

Setting the bank policy standard

A formal internal funding policy is neces-
sary so as to make explicit to business 
lines the need for the bank to cover ade-
quately the cost of its liquidity risk.  The ob-
jective of the policy is to:
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• ensure consistent liquidity pricing behav-
ior amongst each of the business lines;

• remove interest-rate risk from the busi-
ness lines;

• include the bank’s cost of term liquidity 
risk in product pricing, by means of a 
term liquidity premium;

• ensure business line return-on-capital 
(RoC) reporting is as accurate and realis-
tic as possible.

The policy must also seeks to ensure that 
business lines recognize the impact of 
their asset and liability pricing on the bal-
ance sheet of the bank, and allow for 
these costs accordingly.  The policy docu-
ment should be formalized and approved 
at ALCO.  It should be reviewed on a semi-
annual basis, with the review responsibility 
delegated to Treasury.  The policy should 
include the treatment for each product as-
set class that the bank deals in. 

The term liquidity premium

To reiterate then, it is important that all 
banks put in place an internal funding 
structure that correctly charges for the 
term liquidity risk placed on the balance 
sheet by each business line.  An artificially 
low funding rate can create as much poten-

tially un-manageable risk exposure as a 
risk-seeking loan origination culture. 

The principal debate concerns exactly 
what Treasury is pricing when it sets the 
FTP.  If one accepts that a bank under-
takes maturity transformation, then logic 
dictates that the FTP charge should be a 
term liquidity premium.  So for example, 
the internal rate from Treasury to the Cor-
porate Banking division looking to price a 
5-year bullet corporate loan would be the 
5-year TLP.  The FTP would then equal:

	 FTP = Short-term funding rate + TLP

The proxy for the short-term funding rate is 
usually 3-month Libor but it could equally 
logically be 1-month Libor or the central 
bank base rate: this is a matter for the 
bank’s ALCO to approve. 

Note that this does not necessarily equate 
to the bank’s 5-year wholesale cost of 
funds (COF).  The bank’s funding rate will 
incorporate an element of its own credit 
risk to the market, as well as the term li-
quidity premium, and it is only the liquidity 
premium that should be passed on to the 
business line in the internal FTP.

If we discount the reality of maturity trans-
formation and assume matched funding, 
then in this example we would have:
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	 FTP = COF.

While it is always important to ensure that 
the correct cost of liquidity is allowed for in 
the internal funding model, it needs to be 
set in line with commercial and practical re-
ality. 

Calculating the term liquidity premium 

Estimating the TLP, when used in the way 
we have defined it here, is not a straightfor-
ward exercise when extracting from mar-
ket and customer rates.  Often one has to 
have recourse to proxies, and instead of 
one value being available one has to be 
satisfied with a range and/or average.

The base case is for a bank that can ac-
cess the wholesale markets at Libor-flat 
across the entire term structure.  There is a 
case here for saying that the FTP can be 
Libor-flat; however this is the current state 
now, with the future state of the markets 
being unknown.  That is why a zero FTP 
spread can be justified only on a match-
funded basis.  Given this logic, a bank 
needs to determine the cost of its term li-
quidity.  There may be more than one an-
swer, so an element of judgement is called 
for.

The starting point is the rate at which the 
bank can raise funds in the market.  For a 
large bank, its primary issuance level will, 
in a stable market, lie above the secondary 
market level.  If we ignore this difference 
for the time being, taking the cost of its 
funds in the market as the primary input to 
its internal funding curve is a logical first 
step.  The two things to consider then are 
(i) this funding rate includes the credit risk 
of the bank, which needs to be stripped 
out and (ii) not every bank has a public 
funding curve.  It is necessary then to con-
sider proxies to establish the cost of liquid-
ity.

A number of proxy measures can be con-
sidered. The author’s recommendation is 
to consider the following:

• The difference between the funded and 
the unfunded rate for the bank; that is, 
the swap rate versus the bond rate that 
the bank pays. In other words, what it 
pays floating in an interest-rate swap 
against what it pays floating in an asset 
swap on a bond it issues (of the same 
tenor);

• The difference between:
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• Paying fixed on a term interest-rate 
swap, and

• Paying fixed on the same-tenor 
money market swap or OIS swap.

• The increase in the cost of funds for the 
bank for each incremental upward 
change in tenor.  So if we consider the fol-
lowing bank’s cost of borrowing along 
the term structure, as a spread over 
Libor:

• 1-year: 20 bps

• 2-year: 30 bps

• 3-year: 35 bps

• 4-year: 40 bps

• 5-year: 50 bps.

This of course assumes a flat credit term 
structure for the bank, something we know 
not to be accurate in practice from obser-
vation of the credit derivative market.  Nev-
ertheless this approach does give an idea 
of the liquidity premium.

• The difference between the bank’s CDS 
spread and the asset-swap spread 
(ASW) for the bank.  This is the CDS ba-
sis, and in theory represents the cost of 
cash borrowing and liquidity premium for 

the bank against its pure credit risk.  In 
theory a CDS is the price of credit only, 
so the basis should represent its liquidity 
premium.

We recommend basing the FTP charge on 
the above, perhaps an average of each of 
the measures.  In any case there is no 
transparent explicit cost of liquidity, so a 
bank will have to exercise some judgement 
when setting the rate.

Funds transfer pricing curve 

The actual internal funding curve template, 
be it the TLP or all-in FTP curve, should be 
included in the bank’s funding policy docu-
ment policy and reviewed on a regular ba-
sis.  It is common for the FTP rates to be 
posted more as a “grid” rather than a 
curve, but this is not recommended be-
cause of the implied linear interpolation re-
lationship between odd-date tenors.  

The FTP curve should instead look more 
like Exhibit 1, where we illustrate an exam-
ple for a bank that operates across the re-
tail, corporate and wholesale banking 
space and has also calculated a “weighted 
average” funding curve (WACF).  That said, 
a grid is by no means uncommon, and 
where this occurs assets or liabilities with 
maturities that are not exact full years, and 
so fall in between the tenor grids, are 
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priced on a straight-line interpolation basis 
between the shorter and longer date 
prices.  

The FTP curve will state explicitly the rate 
paid or received by the business lines for 
assets and liabilities across the term struc-
ture.  If the FTP policy assumes matched 
funding, and applies full marginal cost pric-
ing (FMC), then this disregards the fact 
that in reality the bank is engaging in matur-
ity transformation.  While this is logically 
tenable, it may not be practical for commer-
cial or economic reasons.  This is why the 
more robust regime is for Treasury FTP to 
apply the TLP add-on to the short-term 
funding rate, rather than FMC.  The final 
customer pricing would incorporate cost 
of capital, required margin and an add-on 
for customer credit risk.
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Of course the final choice for the FTP pol-
icy is a matter of individual bank judge-
ment, decided by ALCO. 

As noted already, where behavioural analy-
sis indicates that the term to maturity of an 
item differs from its contractual term to ma-
turity, the expected maturity is used to set 
the appropriate FTP rate.  The best exam-
ple of this, for assets and liabilities, is as 
follows:

Residential mortgages: in the UK, 
the legal final maturity of such assets 
is 25 years.  However from observa-
tion and behavioral analysis the ex-
pected life is around 7 years, hence 
we would apply a 7-year rate, or 
lower, for new asset origination pric-
ing.

Current accounts: this product has a 
1-day (or 0-day) contractual maturity 
but balances are sticky and typically 
at least half of the aggregate balance 
is static over 2, 3 or even 5 years.  It is 
logical to assign such tenors for FTP 
purposes.  In a similar vein, if a call ac-
count balance is shown to be 50% 
sticky for one year, the 1-year FTP 
would be earned on 50% of the 
funds. 

For trading book assets, which are gener-
ally assumed to be liquid and expected to 
be sold within 6 months of being bought, 
the FTP charge would be set according to 
the expected holding duration and not the 
legal maturity of the traded asset. Typically 
this will be at the 6-month FTP rate; how-
ever this depends on the type of asset and 
the level of liquidity. In general a bank will 
set different tiers of liquidity, with Tier 1 be-
ing the most liquid (such as G7 govern-
ment bonds) and attracting a 1-week or 1-
month FTP, down to Tier 3 for the least liq-
uid and attracting the 6-month internal 
funds rate. 

Template FTP regime

Notwithstanding the fact that there is no 
“one size fits all” we present here best-
practice guidelines for the FTP approach in 
a bank with vanilla commercial banking 
business lines. 

A retail bank is stable funded, and in large 
part funded by zero- or low-rate liabilities 
(termed non-interest bearing liabilities or 
NIBLs).  Hence the asset FTP tenor can, 
almost always, be set safely at less than 
the contractual tenor often the expected 
life (EL) tenor.  This preserves competitive 
position.  Liabilities are also priced at be-
havioural tenor.  So here FTP = TLP and 
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not COF.  For residential mortgage assets 
assume all are capital and repayment prod-
ucts, with no interest-only mortgages.  We 
illustrate the main principles at Exhibit 3.

Note here that tenors quoted are can be 
behavioral or, as is common, adjusted 
downwards for competitive reasons.  If op-
erating a net charging regime, it is possible 
to set almost matching tenors and net 
these off; for example, 3-year deposits 
against 3-year assets.

From Exhibit 3, for the floating rate asset, 
FTP is 3M Libor + TLP.  The TLP tenor will 
be the behavioural life of the asset, so we 
have suggested 7-year.  For the fixed rate 

asset, FTP is the fixed rate equivalent of 
3M Libor + TLP, where the TLP tenor 
matches the product life (for example, a 2-
year fixed rate in a mortgage that moves to 

floating variable or can be re-fixed at new 
rate after 2 years). 

The correct tenor to apply reflects the be-
havioral tenor of the asset or liability in 
question.  Determining the behavioral 
tenor of an asset or liability requires sound 
judgement and understanding of the prod-
uct type and customer behavior. 

The reality of FTP policy is that it must re-
flect the two-way relationship between as-
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sets and liabilities.  We summarize the 
practical considerations for FTP which 
should reflect:

• Actual rates paid by both sides

• Competitive position

• Ensure products priced properly: 

• Behavioral match funding where applica-
ble, for example match funded or not:

• banks that treat current account bal-
ances as 5Y or even longer tenor

• banks that treat such liabilities as 
shorter tenor.

The longer-dated assumption allows a re-
tail bank to consider itself as almost 
“match funded”.  This is the attraction, 
from a liquidity risk management point of 
view, of stable customer deposits (“stable” 
liabilities as opposed to “non-stable” in the 
Basel III terminology).

Wholesale bank FTP regime

The wholesale banking business model, 
where one exists in a bank, drives a more 
prescribed FTP regime.  There is little, if 
any, concept of a “customer deposits” 
funding business and the assets side is 
funded in repo (secured funding) and 

wholesale funding (money markets and 
capital markets).

This makes the FTP model more straight-
forward to implement.  For example, a sum-
mary template might look like this:

• Trading book: funded in repo at repo 
rate. Any unsecured funding is funded at 
6-month or 12-month Libor. However not 
all trading book assets are as liquid as 
each other. The funding policy may break 
down the asset types into the following:

• Tier 1	 G7 currency bonds

• Tier 2	 Bonds denominated in AUD, 
CHF, DKK, HKD, NOK, NZD, SEK, 
SGD

• Tier 3	 Bonds rated below A-/A3

Most banks will not have FTP grids for cur-
rencies other than their domestic currency 	
and USD and EUR.  The base currency 
grid can be converted to a required cur-
rency rate by applying the FX basis swap 
rate to it.  This is not an exact science but 
this 	approach should be sufficient for 
most purposes.	

• Securitizable assets: origination of as-
sets that are eligible for securitization 
sometimes receive a lower funding rate, 
say a specified reduction in basis points, 
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because in theory they do not expose the 
bank to a need for more unsecured 
wholesale funding.

• Derivatives book: contractual and collat-
eral funding cash flows are modeled into 
tenor buckets, as expected positive expo-
sure (EPE) and expected negative expo-
sure (ENE) and the net number (“ex-
pected exposure” or EE) is charged or 
credited with the appropriate wholesale 
market COF, rather than the TLP. (See 
Part 1 of this Series).

A bank that operates across all markets 
will need to consider carefully how to con-
struct its FTP curve and whether there 
should be one unified curve across the 
bank or variations by business line.

Conclusions

The concept of internal funds pricing and 
the term liquidity premium is not an uncom-
plicated one, and there is no “one size fits 
all”.  It is important that the mechanism 
that is put in place is the one most appro-
priate to the business model of the bank in 
question, and set up to reflect the type of 
business that the bank’s shareholders and 
Board want it to do. 

Implementing an internal funds pricing pol-
icy that explicitly charges the business 

lines for the cost of liquidity is not always a 
painless task, not least due to inertia and 
resistance from the business lines them-
selves. This is particularly acute when the 
businesses have historically always paid a 
Libor-flat or Libor + fixed spread charge. 
The bank’s FTP policy, whether it is an up-
date or it is being set up for the first time, 
should always be owned by the Board, 
delegated to ALCO, and implemented by 
the Treasury and Finance departments.
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