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Overview
	 We are living in an exciting times: digital technologies, mobile devices, cloud computing, big data 
analytics, and social media have brought about immense benefits and opportunities to corporations as 
well as individuals. However, there is also a “dark side” to these exciting technology developments, 
such as spying, theft, disruption, and destruction.  This article examines Board and Leadership re-
sponses needed to deal with these challenges.
	 Cyber threats include financial loss, business disruption and negative publicity to the reputation 
of a corporation, such as arising from failures in technology infrastructure, processes, controls or serv-
ices.  In addition, there is the threat of substantial response costs, lasting reputational harm, litigation, 
and potential liability for failing to implement adequate steps to protect the company and its’ custom-
ers.  More recently, we have seen the emergence of derivative lawsuits brought against corporations, 
their executives, and Directors experiencing an attack.
	 While risks from technology may seem new, they are not.  Cyber-risk should be dealt within the 
corporation’s enterprise risk management framework and viewed in terms of risk-reward trade-offs. 
Effectively countering cyber-risk also requires partnering between the Risk Management and Informa-
tion Technology departments to ensure robust policies, procedures, controls, and over-sight mecha-
nisms can counter cyber-risk and eradicate potential threats.  In addition, corporations require a ro-
bust, tested Board approve response plan and proper resource to counter an attack.
	 Best practice corporate governance dictates that the Board of Directors is responsible for the 
management of all risks within a company and accountable for setting the “tone at the top” or risk ap-
petite.  Accordingly, Directors should consider whether their corporation is appropriately assessing 
cyber-risk issues and devoting adequate resources to prevent attacks.  While Board Directors are not 
expected to be experts in cyber-risk and cybersecurity; they are responsible for ensuring management 
and employees thinking is proactive, predictive and preventative to mitigate technology threats.  The 
Board must also ensure that an employee culture is established which views technology threats as a 
corporate social responsibility. 



BACKGROUND 

Cyber-risk can strike a corporation with 
lightning speed.  As technology is the life-
blood of every company, countering tech-
nology threats requires both the Board of 
Directors and executive management to en-
sure a comprehensive, tested process that 
identifies, measures, monitors and controls 
the corpora-
tion’s expo-
sure to risk 
as well as pro-
tects the infor-
mation of its’ 
customers, 
employees, 
and vendors. 

During 2014 
it was made 
very clear 
that cybersecurity is an important topic in 
both the private and public sectors.  Ac-
cording to a report published in 2014 from 
the Center for Strategic and International 
Studies and sponsored by McAfee, cyber-
crime and cyber-espionage costs the 
global economy about $US 445 billion 
each year.  This number is incomplete, as 
many cyber related incidents go unre-
ported and corporations are not in the 

habit of publicly announcing their losses to 
cyber crimes. 

The most targeted information by criminals 
is commercial, including intellectual prop-
erty, private customer personal data, busi-
ness and commercial strategy and finan-
cially sensitive information.  Customer data 
assets include bank account information, 

payment card 
details, per-
sonally identi-
fiable informa-
tion, and con-
tact details is 
often used by 
criminals for 
identify theft. 

Taking a reac-
tive approach 
to cybersecu-

rity is of no use; every day it is becoming 
ever easier for criminals to commit an at-
tack.  Every day, over 5,000 new ‘apps’ are 
made available for Apple and Android pow-
ered mobile devices.  From their store, Ap-
ple permits access to over one million ap-
plications while Android over 200,000.  
The question is not if a company will be at-
tacked, but rather when the attack will oc-
cur.  The most wide-spread and evolving 
threats to be aware of include: 
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• Social engineering attacks: Exploits 
user’s weakness by making them click on 
malicious links, or by physically gaining 
access to their computer through decep-
tion. Pharming and phishing are addi-
tional examples. 

• Password theft: The result of employees 
using inadequate passwords. This leaves 
the corporation and individuals open to 
an attack, especially when those with ma-
licious intent have access to lists of likely 
passwords making it easy for them to get 
access.  In the book, Perfect Passwords, 
the author Mark Burnett compiled a list 
of popular passwords, which is available 
online.  According to his research, 8.5% 
of user passwords are ‘password’ or 
‘123456’. 

• Website hacking: exploits the vulnerabili-
ties of company websites.  Think Sony 
Corporation and how it was recently vio-
lated.  An individual does not need to be 
an experienced technology professional 
to hack a website as tutorials and You-
Tube videos’ are available to guide them 
to the weaknesses. 

• Device theft: Exploits the laziness of indi-
viduals. Over 50% of all mobile phone us-
ers ignore basic precautions such as de-
vice passwords, security software or 

backing-up files on their mobile devices. 
Only 26% of smartphone users take ad-
vantage of advanced mobile security pro-
tection. 

• Social Media: One in five individuals has 
experienced their social media account 
being used by an unknown person pre-
tending to be them. 

Cybersecurity is only effective when Board 
of Directors ensured policies, controls and 
processes are in place, properly main-
tained and monitored by executive man-
agement to ensure employees are follow-
ing them. 

What about cyber-insurance?  Cyber in-
surance is an insufficient approach to pro-
tecting the company from cyber related 
threats.  It can be expensive and is an 
after-the-fact process. 

The effective management of cyber-risk re-
quires corporations to assume a proactive, 
predictive and preventative stance.  In addi-
tion, management and employees must be 
trained and educated to effectively re-
spond to, counter, and report attacks.  
Technology, governance, and real-time risk 
oversight are critical to prevent and re-
spond to attacks, protect customer infor-
mation, protect investors, vendors and the 
integrity of the capital markets. 
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PROACTIVE, PREDICTIVE AND PREVEN-

TATIVE 

Regulators dictate that Board Directors are 
responsible for setting the ‘tone at the top’ 
of the corporation, overseeing the mitiga-
tion of risks and ensuring that appropriate 
risk management programs are imple-
mented.  As such, both Board Directors 
and executive management need to under-
stand they have a fiduciary duty to protect 
the all the assets of the corporation as well 
as customer information. 

While Board Directors are not expected to 
be experts in information technology, 
cyber-risk or cybersecurity, they are re-
sponsible for ensuring the corporation is 
taking appropriate steps to mitigate and 
prevent threats.  Moreover, Directors 
should consider whether current corpora-
tion leadership is suitable to assess cyber-
risk, understand technology issues and are 
adequately protecting the corporation. 

Historically the management of cyber-risk 
has been largely by exception or by inci-
dent, if at all.  Now, there is need for a real 
change.  This necessitates corporations to 
move past the purely incident reporting 
stage.  The Information Technology depart-
ment of corporations must proactively man-
age cyber-risk in accordance with the en-

terprise risk framework, undertake sce-
nario analysis and tests to envision system 
breaches and have a robust, tested, full 
scale response plan to prevent an attack. 

In 2013, a survey found that corporations 
with a full-time Chief Information Security 
officer (or equivalent) who reported directly 
to executive management detected more 
security incidents and reported lower aver-
age financial losses. 

However, oversight of cyber-risk is not 
purely a matter for the Chief Information 
Officer or Information Technology depart-
ment, it is an enterprise-wide risk manage-
ment issue requiring partnering with the 
Risk Management department. 

The management of cyber-risk begins with 
an understanding of the threats faced by 
the company and the legal implications.  
The Dodd-Frank Act requires large finan-
cial institutions to establish independent 
risk committees on their Boards.  That 
said, there is a need to include cyber-risk 
discussions in risk committee meetings 
(risks to avoid, accept, mitigate, or transfer 
through insurance), provide expert advice 
to the Board, discuss alternative response 
plans, and preventive measures. 

While there is no ‘one-size-fits-all’ ap-
proach to properly prepare for the various 
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cyber related attacks that can be encoun-
tered and the appropriate response to be 
taken by a corporation, it can be more 
damaging for the corporation to have a 
poorly-implemented response plan.  Ac-
cordingly, Boards should put time and re-
sources into ensuring that executive man-
agement has developed a strategy for 
cyber-risk and a well-constructed re-
sponse plan. 

In considering where to begin with cyber-
risk, a corporation should consider the 
Framework for Improving Critical Infrastruc-
ture Cybersecurity, released by the Na-
tional Institute of Standards and Technol-
ogy (“NIST”) in February 2014.  This frame-
work is intended to provide companies in 
the private sector with a set of industry 
standards and best practices for managing 
their cybersecurity risks.  The framework 
encourages executive management at cor-
porations to be proactive and to think 
about these difficult issues in advance of a 
devastating technology attack. 

While the NIST framework is voluntary 
guidance, some regulators and profes-
sional organizations have already sug-
gested that it should the baseline for corpo-
rate best practices, including assessing le-
gal or regulatory exposure to these cyber-
risks or for the purpose of cyber-risk insur-

ance claims.  At a minimum, the Board of 
Directors should have their corporate gov-
ernance and risk management frameworks 
assessed by an independent, third-party 
such as to align policies against the NIST 
framework.  Should the assessment high-
light gaps from the NIST guidelines, en-
hancements to risk management govern-
ance and internal policies may be needed 
to improve cyber-risk defenses and re-
sponse plans. 

For the most part, board members are fi-
nancially savvy, but may lack a deep knowl-
edge of technological issues or its’ risk 
management.  In such instances, there 
may be a need for Board Directors to par-
ticipate in-house or external educational 
programs to enhance their skills on cyber-
risk, its’ proactive, predictive and preventa-
tive management, and to enhance their un-
derstanding of evolving information tech-
nology risks. 

Directors need to be aware that they can 
be liable for a failure of Board oversight to 
monitor cyber-risk, where there is sus-
tained or systemic failure of the Board to 
exercise oversight.  For example, failing to 
implement reporting or information sys-
tems or controls.  As such, Directors and 
management who choose to ignore, or 
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minimize, the importance of cyber-risk 
oversight, do so at their own peril. 

Corporate success in overcoming cyber-
risk does not from result the Board of Direc-
tors directly managing cyber-risk but by 
the Board asking executive management 
quality questions about the corporation’s 
cybersecurity and performance under the 
worst case scenarios that digital technolo-
gies, cloud computing, social media and 
mobile devices can create.  Additionally, 

the Board needs to acquire regular and 
timely updates to effectively oversee and 
approve how executives are managing this 
risk. 

Below are some areas that the corporation 
should consider: 

• Has the Board set expectations regard-
ing their ‘risk appetite’ for risks encoun-
tered by the corporation, including tech-
nology threats? 

• Has a coherent, cyber-risk assessment 
and review been conducted of the com-

pany’s critical data assets (locations, 
means to access and security levels)? 

• Is a monitoring mechanism implemented 
to inform executive management in real-
time of inappropriate actions, incidents 
or risks? 

During 2014, litigation against the Direc-
tors on two entire Boards: the Target Cor-
poration and at Wyndham Worldwide Cor-
poration, as well as some of the senior ex-

ecutives was begun based citing a breach 
of fiduciary duty related to cybersecurity 
breaches and the theft of customer data.  
These covered questions along the follow-
ing: 

• Did executive management implement a 
response, contingency plan for resolving 
cyber-risk attacks?  

• Were there regular Board discussions of 
cyber-risk including which risks to avoid, 
accept, mitigate, or transfer through insur-
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ance, as well as specific plans associ-
ated with each approach? 

• Was the firm over-reliant on insurance as 
a means to counter cyber-risk? 

• Was there an understanding of the legal 
implications of cyber-risk? 

• Was there an effective training regime in 
place, including how to report a  
procedural breach and the subsequent 
actions employee should follow? 

FRAMEWORK 

Absolute cybersecurity is an unrealistic 
goal for corporations.  As with other areas 
of risk management, the corporation must 
set a risk tolerance level for cyber-risk.  To 
prevent cyber-risk, the Board and execu-
tive management need to ensure that there 
is a robust strategy to manage threats on a 
risk-return basis, a well-defined risk appe-
tite (risk to avoid, accept, mitigate, trans-
fer) and specific plans for acceptable risks 
(cost effective, in line with the business 
needs of the business).  Moreover, both ex-
isting and potential cyber related threats 
must be evaluated for their potential likeli-
hood and financial severity. 

Through the use of key principles, includ-
ing – an overall strategy, setting risk appe-
tite, a proactive process for risk identifica-
tion and threat assessment, and appropri-
ate and timely response to incidents, de-
ployment of appropriate mechanisms to 
protect corporate, customer and vendor in-
formation - cyber-risk can be managed. 

Overall Strategy: Management must have 
a plan of action to deal with uncertainty.  It 
is composed of both an upside and a 
downside scenarios.  It is built on clear 
guidance of the current and potential 
cyber-risks the corporation will encounter 
due to their business model as well as the 
various sources of revenue that are being 
pursued.  Beyond quantifying the critical 
data in a corporation’s business plans, 
products and services, and major capital 
investment decisions, the Board needs to 
set clear boundaries, permitting executive 
management to delineate and understand 
the risk-reward trade-off associated with 
all information technology. 

Risk appetite: Board needs to establish 
the ‘tone-at-the-top’ to recognize the im-
pact of risk and volatility on revenues, how 
capital is deployed, create a corporate cul-
ture and set the corporation’s reputational 
integrity.  It includes defined risk parame-
ters related to the strategy, identification of 
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risk, the challenges that businesses prod-
ucts and services encounter and a dash-
board of “key” metrics or indicators that 
demonstrate adherence or deviation.  Lim-
its should be established at levels that can 
be tested. 

Risk identification and threat assess-

ment: Measure and evaluate technology 
threats for their potential frequency of oc-
currence and financial impact.  There 
needs to be an understanding of where 
data flows and resides and the importance 
of these to the corporation.  For example, 
data in transit (on a USB drive), at rest (on 
an employee’s desktop PC) or mobile (on 
an iPhone) and how they might be ex-
posed.  In addition, the corporation needs 
to understand the legal, fiduciary and other 
risks, and liability of executive manage-
ment and directors on an individual or col-
lective basis. 

Response Plan: Provide real time aware-
ness of the current and potential cyber-
risks affecting the corporation as well as 
associated business impact to enable the 
development of an effective response plan.  
Determinations as to where people, proc-
esses and tools must be deployed by ex-
ecutive management to prevent a breach 
or attack.  Also, identifies the point people 
for external and internal activities when a 

breach occurs. Management should en-
sure a formal debriefing process after each 
attack to identify the root cause of the 
breach and understand how the attack oc-
curred, how the system was infiltrated and 
what the attacker’s motivation was.  In the 
case of the loss of customer information, 
the company must notify their customers 
and assist them to take measures to pro-
tect their personal information and them-
selves. 

The constantly evolving technology envi-
ronment of corporations requires prepared-
ness for responding to cyber related 
threats and attacks, and an emphasis on 
their proactive management.  As such, cor-
porations need regular communication be-
tween executive management and those 
accountable for overseeing all technology 
and external media to prevent potential 
cyber-risks.  Additionally, cyber-risk discus-
sions need to take place at Board meet-
ings and committee meetings.  Lastly, 
when a breach or attack occurs there must 
be a mechanism in place to notify and up-
date the appropriate committees. 

Preventative cyber-risk requires executive 
management to focus on business resil-
ience.  There must regular assessments 
and discussions of potential attack scenar-
ios amongst the Board, executive manage-
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ment and Information Technology.  Further-
more, the Board and executive manage-
ment should ensure a corporate culture 
that views technology threats as signifi-
cant; and, promotes social responsibility 
when using information technology, mobile 
devices, cloud usage, USB drives and so-
cial media.  Moreover, executive manage-
ment must weave cybersecurity into all 
processes—and when done successfully, 
it builds a competitive advantage for the 
corporation. 

PREVENTATIVE POSTURE 

Cyber-risk cannot be solved through a sin-
gle intervention, nor will it go away over 
time.  Beyond the need for new thinking be 
executive management; preparations be-
gin with the Board ensuring a cyber-risk 
policy sets out executive accountability 
and employee responsibilities.  However, 
policies and frameworks are not effective 
without ensuring practical, proactive, 
tested and ‘real-time’ defense capabilities 
to predict and prevent an attack.  There is 
a need for executive management to en-
sure the company conducts frequent, busi-
ness continuity tests to prepare for an inevi-
table attack.  In addition, Information Tech-
nology must ensure sufficient, redundant 
safeguards are implemented in systems. 
Risk management or Audit should also con-

firm practical, preventative procedures are 
implemented.  Finally, the Board should ap-
prove response plans for countering a suc-
cessful breaches or attacks. 

This means that executive management 
needs a real-time, situational awareness of 
a corporation’s cyber-risk environment per-
mitting judicious detection of threats and 
attacks, along with the awareness of poten-
tial threats and vulnerabilities specific to 
the corporation, and the impact of an at-
tack on their customers. 

One aspect of preparation is the Board of 
Directors engaging business executives on 
the information technology topic of secure 
versus usable and define what a is “well 
positioned” stance based on understand-
ing internal and external liabilities.  Ques-
tions that should be asked by the Board, 
include: 

• What data, and how much, are we willing 
to lose or have compromised? 

• How do we identify and quantify cyber re-
lated exposures? 

• How is the executive management in-
formed about cyber-risks? 

• How many incidents are detected hourly/
daily/weekly? 
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• What is the current threshold for notifying 
executive management? 

• What is the impact of cyber-risks on busi-
nesses and the corporation? 

• Can the corporation assess, analyze and 
determine how much risk should be as-
sumed versus transferred through insur-
ance or to third-party vendors? 

• Are there a comprehensive, real-time cri-
sis response plan in place? 

• Are there incident reporting procedures 
to insurers, vendors and  
customers? 

• How frequently is the cyber-risk response 
plan tested? 

• Do we have the right talent and clear 
lines of accountability/responsibility  
for cyber-security?

Corporations must also have employee 
awareness training programs to introduce 
current cyber-risks and encourage employ-
ees to report probable cyber related 
threats.  Moreover, there is a need for fre-
quent business unit drills to ensure every 
employee knows what action to take in the 
event of a breach or attack.  Businesses 
and employees need to be prepared to re-
spond within hours, if not minutes, of an 

event: detect the breach, assess the ex-
tent of the breach, determine how to pre-
vent further damage from being done by 
hackers, and implement the prescribed re-
sponse.

Board oversight of cyber-risk management 
is critical to ensuring corporations are tak-
ing adequate steps to prevent, and pre-
pare for, the damage that results from cy-
ber related attacks.  There can be no ex-
cuse for improper preparation, delayed de-
liberation, or failure to engage cybersecu-
rity issues.  Regardless of corporation’s 
size or regulatory requirements manage-
ment and Board committee have oversight 
of business resilience and ensure the over-
sight of cyber-risk becomes a regular 
agenda item at the risk management or 
audit committee meetings. 

Given the heightened awareness of cyber-
risk, Directors should make sure that their 
company is appropriately addressing, 
monitoring and taking preventative action. 
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